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1. Purpose. To establish policy, procedures, responsibilities, and
m ni mum uni f orm st andards per the references for the Marine Corps Physica

Security Program

2. Background. This Manual standardi zes requirenents for physica
security aboard Marine Corps installations and organi zati ons, as well as:

a. Provides commanders the authority and responsibility to protect
personnel, facilities, property, and nmaterial under their conmmand.
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b. ldentifies neasures to safeguard personnel, facilities,
property and material at all Marine Corps installations and
activities.

c. Provides guidance for evaluating, planning and inplenmenting
Mari ne Corps conmand physical security prograns.

d. Establishes m ni num st andar ds.

e. Assists those responsible for physical security in their
efforts to carry out the assigned nission

3. Discussion. To be effective, a physical security program rnust
receive attention fromall echelons within the chain of command.
Enmphasis is placed on the commandi ng officer’s responsibility to
ensure that the command security posture is accurately assessed and
security resources are appropriate to execute these prograns.

4. Responsibilities. Marines, Sailors, and civilian enpl oyees nust
be involved in the physical security of U S. CGovernnment and Marine
Cor ps property.

a. Installation commanders/conmandi ng officers are responsible
for physical security within their comrands.

b. The provost marshal is the installation conmander’s
desi gnated representative responsi ble for planning, inplenenting,
enforcing and supervising the installation physical security
program

c. The appointed security officer at each Marine Corps
organi zation (battalion/squadron size and larger) is responsible for
security matters within the organi zation. The security officer
pl ans, inplenments, nanages and directs the organization physica
security program

5. Recomendations. Reconmendations for changes to this Manual are
encouraged. All recommendations will be forwarded via the chain of
command to the Commandant of the Marine Corps (PCS-10).

6. Action

a. The Deputy Commandant for Plans, Policies, and Operations
(DC, PP&O (POS)) is assigned overall coordination and program
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responsibility for physical security within the Marine Corps and
will:

(1) Exercise overall staff cognizance for matters rel ating
to physical security.

(2) Devel op physical security policy and oversee its
i mpl enent ati on.

(3) Provide guidance and assi stance to commanders to enable
themto devel op and naintain effective physical security prograns.

(4) Manage a programto assess the level of security
afforded installations and assets, and devel op plans for security
upgr ades.

(5) Program funds in support of specific Marine Corps
physi cal security initiatives, to include:

(a) Marine Corps Electronic Security Systens (MCESS) for
critical Marine Corps assets.

(b) Installation Physical Security Site Assistance
Visits.

(6) Coordinate with the Deputy Comrandant for Installations
and Logistics (DC, 1&L) for review of all MIlitary Construction
(MLCON) projects. This coordination will ensure that physica
security and Antiterrorism Force Protection (AT/FP) neasures and
costs are identified and incorporated in the cost estimates.

b. The Inspector Ceneral of the Marine Corps (I1GVC) will:

(1) Coordinate with the DC, PP& (POS) regarding integration
of the provisions of this Manual into the Automated |Inspection
Reporting System (AIRS) discrepancy |isting.

(2) Conduct reviews as part of the Marine Corps Comand
I nspection Prograns to determ ne conpliance with the requirenents
cont ai ned herein

c. DC 1& wll:
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(1) Develop policy for installation master planning which
factors in and docunents physical security requirenents.

(2) Provide programmed M LCON project docunentation to DC
PP&0O (POCS) for review.

(3) Coordinate with DC, PP&) (PCS), to review all requests
for Physical Security Structural Upgrade (R-2) funding.

(4) Coordinate with the Naval Facilities Engi neering
Comand during the design of MLCON projects to ensure that the
request ed physical security and force protection nmeasures are
i ncluded in the design and construction of facilities.

d. Installation commanders will integrate installation security
efforts to ensure continuity in providing an effective installation
physi cal security program

e. Commandi ng officers (battalion/squadron and above) wl |l
i mpl enent the contents of this Manual and augnent the gui dance
provided with |l ocal directives as required.

7. Reserve Applicability. This Manual is applicable to the Marine
Corps Reserve. See paragraph 7006 for limtations.

8. Records Disposition. Records required by this Manual wll be
mai nt ai ned per part |11, chapter 5, itens 5500 through 5530 of
reference (a).

9. Certification. Reviewed and approved this date.

Hbsdo9_

E. R BEDARD
Deputy Commandant for Pl ans,
Policies, and Operations
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CHAPTER 1
I NTRODUCTI ON

1000. SCOPE. This Manual directs the application of physical security
prograns aboard Marine Corps installations, Marine Forces, and
battal i ons/ squadrons and above. Definitions applicable to this Manual are
contained in Appendi x A This Mnual further

1. ldentifies responsibilities for physical security. It classifies
various security vulnerabilities, details protective nmeasures and
managenent actions that nmust be enpl oyed to provide an acceptabl e physica
security posture.

2. Establishes m ni mum physical security requirenents. The | anguage
separates reconmended physical security nmeasures fromrequired neasures
and elimnates conflicting guidance.

3. ldentifies physical security requirenments that are not covered by

ot her specialized security programs. Protection of classified nateri al
aut omat ed data processing (ADP) systens, and sensitive conventional arns,
anmuni ti on and expl osi ves (AA&E) are specifically addressed in references
(b) through (d), respectively. Those requirenents augnent the basic

gui dance provided by this Mnual

1001. THE SECURI TY CHALLENGE

1. Protection of personnel and property is acconplished by:
a. ldentifying the personnel or property requiring protection
b. Determning jurisdiction and boundari es.

c. Assessing the threat.

d. Conmitting resources.

e. Establishing perineters, barriers, and access control
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f. Providing the means to detect efforts to wongfully
remove, damage or destroy property.

g. Enploying a security force sufficient to protect, react to, and
confront situations and circunstances that threaten personnel and

property.

2. The security challenge is influenced partially by the geographic

| ocation, size, type, jurisdiction, and m ssion of the property. Further
the procedures, plans, policies, agreenents, systens and resources
commtted to safeguard personnel, protect property, and prevent |osses

al so i nmpact security. The physical security portion of the programis
concerned with nmeans and measures designed to achi eve a strong physica
security and antiterrorismforce protection (AT/FP) posture. The program
goal is to safeguard personnel and protect property by preventing,
detecting, and confronting unauthorized acts. These unauthorized acts

i nclude but are not limted to terrorism espionage, sabotage, w ongful
destruction, malicious damage, theft, and pilferage.

3. Terrorist activity worldw de against U S. mlitary and business
concerns poses a clear and persistent danger to Marine Corps interests.
While such activity is principally targeted agai nst conmands overseas,
prudence dictates recognition of the potential threat to activities within
the continental United States. Additionally, mlitary activities |ocated
within | eased space facilities have uni que chall enges in addressing

physi cal security issues (comrercial firns and contractors |ocated in sane
bui l ding(s), public facilities, shared entranceways and commopn spaces).
Security officers shall use the guidance and policies contained in this
Manual in determ ning security and/or protective neasures deened essentia
for their particular spaces, areas and/or buildings. Liaison with
appropriate authorities (CGeneral Services Administration (GSA), building
adm nistrators, lessors, etc.) is essential to outline specific security
nmeasures that are necessary for protection of lives and property and
tailored to the individual characteristics of the | eased space. Comands
shoul d address physical security in all |ease agreenents, as appropriate.

1-4
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1002. SECURITY RESPONSIBILITIES. Security is the direct
responsibility of all Marines, Sailors, and civilian enpl oyees.
Specific responsibilities are established in the foll owi ng paragraphs.

1003. DEPUTY COVMANDANT FOR PLANS, POLICIES AND OPERATIONS (D/ C PP&O) .
The D)C PP&O i s responsible for fornul ation and di ssem nati on of Marine
Cor ps physical security policy. As such, the D/C PP&) has cogni zance for
i mpl enentation of this policy. Al correspondence concerni ng physica
security matters will be addressed to the CMC(PCS).

1004. COVWANDER, MARI NE FORCES. The Commander of Marine Forces Atlantic,
Paci fic, and Reserves ( COMVARFORLANT, COVMARFCORPAC, and COMMARFORRES) wi | |
i mpl enent and oversee requirenents of this Manual within their
headquarters and subordi nate conmmands.

1005. | NSTALLATI ON COWANDER. The installation commander is inherently
responsi ble for the overall comrand security posture to include perinmeter
and area security and protection of personnel and property aboard the
installation. As such, the installation commander is responsible for

1. Establishing an installation physical security program to include a
physi cal security plan that is included as an appendi x of the installation
AT/ FP plan. An exanple fornmat of a physical security plan is provided in
Appendi x B. The Purpose of a physical security plan is to identify day to
day physical security applications and operations. This plan nust

i ncorporate the physical security plans of all tenant conmmands as required
in reference (e).

2. Appointing a physical security officer in witing to ensure that
requi renents of this Manual are inplenented. The installation physica
security officer should be the installation provost marshal, due in part
to the unique security assets (mlitary police, mlitary working dogs,
physi cal security specialists, mlitary police investigators, etc.) under
hi s/ her operational comrand.
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3. Publishing a consolidated list of all restricted areas aboard the
installation, including those of tenant conmmands. This list will be
publ i shed annually, and will specify whether or not these areas are vita
or substantial to national security. Appendix C contains the Departnent
of Defense asset prioritization chart and physical security threat nmatrix
to assist commanders in prioritizing asset protection efforts.

1006. COVMANDI NG CFFI CER. Each commandi ng officer (battalion/squadron
and higher) is responsible for physical security within his/her
organi zation. As such, he/she is responsible for

1. Establishing and maintaining a command physical security programthat
enconpasses all requirenments of this Mnual

2. Appointing a command security officer in witing and providing himwi th
sufficient resources, staff assistance and authority to inplenment, manage
and execute an effective physical security program It is recommended
that the command security officer also be appointed as the command
antiterrorismforce protection (AT/FP) officer, as these two prograns
conpl emrent one anot her.

3. ldentifying and designating, in witing, all restricted areas within
his command to include specifying whether or not these areas are vital or
substantial to national security. This information will be provided in
writing to the installation commander annually. (Appendi x C provides

assi stance.)

1007. PROVOST MARSHAL. The installation provost narshal serves as the
staff officer responsible for coordinating the installation physica
security and | aw enforcenent prograns. As such, the provost marshal is
responsi bl e for ensuring that those prograns conpl enent the overal
installation security effort. 1In this capacity, the provost narshal wll:

1. Conduct |aw enforcenent operations in support of the installation
physi cal security program including nmeasures to enhance security during
periods of increased threat and crisis situations.
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2. Determ ne the adequacy of the installation physical security posture
with a physical security survey program Physical security surveys
identify areas requiring inprovenents and direct corrective nmeasures to
t he responsi bl e conmandi ng officer. The surveys nay al so provide
recommended actions for an inproved organi zation security posture.

Physi cal security surveys will be conducted as prescribed herein. An
exanpl e survey is provided in Appendi x D

3. Miintain liaison with installation/regional Naval Crinina

I nvestigative Service (NCI'S) personnel in support of crinina

i nvestigations aboard the installation. Mintain [iaison with federal
state, local, other mlitary activities, and host nation officials
regardi ng | aw enforcenent/physical security concerns. These concerns wl |
i ncl ude mutual physical security responsibilities as applicable and
according to Menoranduns of Agreenent (MOAs), Menoranduns of Under st andi ng
(MUs), Status of Forces Agreenents (SOFAs), and Host Nation Agreenents.

4. Provide conmanders with technical assistance and recommend equi pnent,
procedures, and nmethods to enhance physical security.

5. Support the installation commander in the devel opnent and mai nt enance
of a conprehensive installation physical security plan

6. Provide guidance and support to the installation physical security
counci | as described herein.

7. Review and endorse all requests for physical security waivers and
exceptions from comrand and tenant organi zati ons.

8. Ensure | aw enforcenent and physical security prograns conpl enment the
installation AT/FP program These prograns are key elenents of the AT/FP
effort and the installation provost nmarshal will not be assigned as the
AT/ FP officer, as his focus is | aw enforcenent and physical security
functions.

9. Assist the command/ organi zation security officer in physical security
and AT/ FP efforts.

10. Act as the nanager of all centrally nanaged El ectronic
Security Systenms (ESS) aboard the installation and devel op

1-7
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policy and procedures for ESS operation

1008. COVMAND/ ORGANI ZATI ON SECURI TY OFFI CER. The comand/ or gani zati on
security officer serves as the focal point for physical security matters
and will report directly to the conmanding officer in matters pertaining
to physical security. Each security officer will be appointed in witing.
Additionally, separate organizations such as Marine Corps Conmunity
Services (MCCS) activities, and tenant organizations wll designate a
security officer. Individuals assigned as security officers nmay be
assigned such duties on a collateral basis and will be a conm ssi oned

of ficer, staff non-comm ssioned officer or equivalent civilian enpl oyee
grade. In this capacity, the security officer will:

1. Plan, manage, inplenent, and direct the organization physical security
program

2. Establish physical security requirenents for the conmand with
assistance fromthe installation provost marshal, public works officer and
facilities engi neer as appropriate.

3. Develop, inplenent and mai ntain an organi zati on physical security
plan. This plan should be incorporated into the organi zati on AT/ FP pl an

4. Develop and nmintain an organi zation security education program

5. ldentify assets (property and structures) requiring protection by
priority and location. Particular attention will be paid to those areas
storing governnent property.

6. Coordinate identification of restricted areas with the provost

mar shal . Ensure these areas are designhated in witing by the Commandi ng
O ficer, and provided to the installation commander/commuandi ng of ficer for
inclusion in the installation order/directive that identifies al
restricted areas.

7. Determne and identify resources (e.g., personnel, materials, funds,
etc.) required to inplement physical security neasures.
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8. Assist the commanding officer in specifying facility, training,
construction, and equi pent requirenments necessary to conply with this
Manual .

9. Program and budget fiscal resources necessary to support physica
security requirenents and correct deficiencies.

10. Serve as the organization point of contact for all requests for
physi cal security and | oss prevention to include exceptions/ waivers,
M_SRs, etc.

11. Coordinate all AT/FP and physical security natters with the
installation provost narshal

12. Attend quarterly Physical Security Council neetings.
1009. PHYSI CAL SECURI TY OF ORGANI ZATI ONS NOT LOCATED ABOARD MARI NE CORPS

| NSTALLATIONS. At all Marine Corps organi zations not |ocated aboard a
Marine Corps installation, the commanding officer will:

1. Establish a command physical security program
2. Appoint a comrand security officer in witing.

3. Establish a command physical security survey program

(Not e: Personnel conducting these eval uati ons need not possess MOS 5814
(Crime Prevention/Physical Security Specialist)). Conpleted surveys at
the organi zation will be retained for a period of three years or until the
next Commandi ng CGeneral /I nspector General of the Marine Corps inspection,
whi chever occurs | ast.

4. Additionally, those organizations |ocated aboard other Departnent of
Def ense service/agency sites will coordinate physical security
requirenents with the host. Marine Corps organi zations are encouraged to
establish Inter-service Support Agreenent (ISA)/MUs/MAs/ SOFAs with the
host service or nation. Topics, which should be addressed, include
property boundaries, intrusion detection systemnonitoring, available
response forces, deadly force training and issues, physical security
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support, etc. Comanding officers are required to coordinate all such
agreenents through hi gher headquarters, to include Judge Advocate/l ega
of fices.

1010. PHYSICAL SECURITY OF TENANT AND CI VI LI AN AGENCI ES/ ORGAN ZATI ONS
ABOARD MARI NE CORPS | NSTALLATIONS. Tenant civilian organizations aboard
Marine Corps installations will maintain an active physical security
programthat conplenents the installation’s program Host installations
will establish a MOU MOA/ SOFA, and/ or Host Nation Agreenment where
applicable and as directed, with tenant and civilian agencies that

i ncorporate or recognize a physical security inspection program
Agreerments will be coordinated with all special staff offices,
particularly the Judge Advocate/Legal office. Tenant organi zations wl|
be made aware of all physical security initiatives to include the

i nstallation physical security council and antiterrorism contingency
drills to be conducted by the host installation

1011. PHYSICAL SECURITY COUNCIL. The installation conmmander/commandi ng
officer will establish, in witing, a Physical Security Council (PSC
which will nmeet on a quarterly basis. The installation conmander or a
designated representative will chair the PSC. The PSC assists the
commander by coordinating and inplenenting initiatives that support the
installations physical security and AT/FP program The PSC provides a
nmeans for the comander to gain maxi mum partici pation from organi zati ons
on the installation in support of physical security interests.

1. The PSC will consist of those personnel who are able to materially
assist the installation conmander in the physical security effort.
Exanpl es of personnel who should attend are the provost narshal
operations officer, facilities officer, conptroller, and a representative
fromthe Judge Advocate office

2. PSC subject matter is focused on, but not limted to, the
installation’s physical security and AT/ FP posture. The council wl]l
conduct a review of physical security and AT/ FP deficiencies and recomend
corrective action, which may include fiscal and/or |ogistical solutions.
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3. \Wen agenda itenms directly inpact their command, tenant or unit
comander s/ command security officers will attend PSC neeti ngs.

4. Council mnutes will be recorded for accuracy and distributed to
attendees for review. These mnutes will be maintained on file for a
peri od of one year.

1012. WAI VERS AND EXCEPTIONS. CMC(PQOS) serves as the sole authority for
wai vers and exceptions to physical security requirenments. Requests for
wai ver s/ exceptions will be originated by the commandi ng of ficer of the

af fected organi zati on and conpleted in the applicable prescribed formt

as outlined in Appendix E. The initiating command will assign a waiver or
exception nunber per the prescribed format. Al information nust be

provi ded in wai ver and exception requests, to include extension reguests.
All requests for waivers/exceptions will contain an organi zation plan of
action and m | estones. Non-applicable elenments shall be noted as N A
Requests will contain an analysis of the problemand a detail ed
description of equivalent security nmeasures in effect. The comrandi ng
officer will ensure that conpensatory neasures have been inpl enmented and
that such neasures are identified within the request. The installation
provost marshal will endorse all requests and ensure that the npbst recent
physi cal security survey for that facility is attached. The provost
marshal will identify if and/or how the exception/waiver may inpact the
overall installation security posture. Requests will be forwarded via the
chain of command to include Conmandi ng General / Commandi ng Officer and

hi gher headquarters to CMC(POS) for approval /di sapproval

1. Wiivers are granted for a one-year period when corrective action of a
security requirenent may be acconplished by the organi zati on. Exceptions
are granted for three years when corrective action of a security

requi renent i s beyond the capability of the organization or the condition
necessitating the request cannot be corrected in the near-term Requests
for extensions will be conpleted in the format prescribed in Appendix E
and will be processed for approval in the sanme manner as the origina
request. Additionally, all extension requests nust be acconpani ed by the
| at est physical security survey
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conducted for that site. Wiivers and exceptions to security criteria
contained in reference (b) through (d) satisfy requirenments of this
Manual .

2. Permanent waiver/exceptions will not be granted.

1013. WAI VER AND EXCEPTI ON CANCELLATI ON. WAivers and exceptions are

sel f-canceling at the end of the allocated tinme. Request for renewal nust
be submtted prior to the expiration date. Conmands are directed to

noti fy CMC(PQOS) once the waiver/ exception deficiency(ies) has been
corrected and the requirement no |onger exists.

1014. HOST NATION CONFLICT. Organizations |ocated outside of the United
States (OCONUS) may not be able to inplenent certain requirenments of this
Manual . I n those instances, commanders nust address physical security
requi renents in Host-Nation or Status of Forces Agreenents (SOFAs).

1015. ACTIVITY UPGRADE PROIECTS

1. Upgrades or nodifications to existing facilities nmust conformto
standards contained in this Manual.

2. Physical Security Upgrade Project (R-2) Funding. This funding is
awarded annually in support of installation physical security upgrade
projects. Consideration for funding requires the installation to initiate
correspondence to CMC(LFF-2) in accordance with the procedures outlined in
reference (f). Once received at CMC(LFF-2), the project will be reviewed
and validated by CMC(LFF-2) and (POS) and will conpete for fundi ng agai nst
security projects initiated throughout the Marine Corps. Projects
approved will be awarded design funds and installations will be notified
via Naval nessage traffic. Construction projects are evaluated and
approved based on initial correspondence; therefore installations are not
required to send an additional request. Request for authority to
advertise the project for execution will be submtted on the
installation’ s contract advertisenment forecast in accordance with
reference
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(f). It is the installation’s responsibility to contact LFF and/or PCS to
identify the status of the request.

1016. FACILITY MODI FI CATI ONS. Physi cal security and force

protecti on enhancenent nodifications to existing buildings, facilities,
sites, etc., must be reviewed by the provost narshal or designated
representative, security officer and AT/ FP officer during the design
process, all review phases and final (1009 draw ngs. Mbodification
requests will be forwarded to the facility/public works officer via the
provost marshal and/or security officer who will ensure that changes are
consistent with applicable security criteria. Contract for bid will not
be processed wi thout docunentation of review by security and AT/ FP
representatives.

1017. M LTARY/ M NOR CONSTRUCTI ON

1. Al mlitary construction projects will be reviewed at CMC(I &L and
POS) to ensure physical security and force protection requirenents have
been addressed. Installation facility engineers, antiterrorisnfforce
protection officers, and physical security personnel will review al
mlitary/ m nor construction projects to ensure that physical security and
force protection requirenents have been addressed.

2. Mlitary/mnor construction shall conply with the requirenments of this
and ot her appropriate physical security design/technical nanuals. Al

pl ans for new construction nust incorporate physical security and force
protection features and nust be reviewed by the provost narshal or
designated representative, security officer, and the AT/FP officer during
the design process, all review phases and final (100% drawi ngs. A review
wi |l be conducted during the design process and all review phases

Contract for bid will not be processed w thout docunentation of review by
security and AT/ FP representatives.
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CHAPTER 2
SECURI TY PLANNI NG

2000. GENERAL. Security planning is a continuous process carried out in
advance of, and concurrent with, security operations. Normally, planning
for security operations will fall within the patterns used by mlitary

pl anners, i.e., the estimate, the plan, and inplenmentation in the

adm nistrative plan or annexes. The security estimate with its analysis
of the mission and situation (courses of action and decision) provide the
basis for the security plan. Each installation and organi zation
(battalion/squadron and above) will devel op and publish a physical
security plan as part of its AT/FP plan. Tenant activity physica
security plans will be integrated into the installation plan
Classification of the plan will be established per reference (b).

2001. PHYSICAL SECURITY PLAN. A nodel physical security plan format is
provided in Appendix B. The intent of the plan is to clearly identify how
the command conducts day-to-day security as well as how it responds to
security incidents. The plan should reflect the detailed inplenmentation
of Marine Corps policy at the installation/activity and should not be

phi |l osophical or a verbatimreiteration of this Manual. The physica
security plan will be included as an annex or appendix in the installation
antiterrorismforce protection (AT/FP) plan, which is detailed in
reference (e). The physical security plan is not intended to replace the
AT/ FP plan, it will conplenent the plan with detailed information
concerning daily application of access control, material control

barriers, etc., aboard the installation. The physical security plan wll
be reviewed annually in conjunction with the AT/ FP pl an

2002. EVALUATION. In evaluating the type and extent of physica
protection required, the follow ng factors should be considered in
pl anni ng:

1. Overall inportance/criticality of the conmand.
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a. Mssion of the conmmand.

b. Inportance of the command to essential installation operations.
2. Overall susceptibility/vulnerability of the command to threats.

a. The threat to a specific command as defined by
mlitary intelligence and investigative agencies.

b. Ease of access to vital equipnment and naterial .

c. Location, size, deploynent and vulnerability of
facilities within the activity and the nunber of personnel involved.

d. Need for tailoring security neasures to m ssion
critical operating constraints and other |ocal considerations.

e. Legal jurisdiction.
f. Mitual aid and unil ateral assistance agreenents.
g. Local political clinmate.

h. Adequacy of storage facilities for valuable assets and other
war fighting materials.

i. Accessibility of the activity to disruptive, crimnal, subversive
or terrorist elenents.

j. Coordination of security forces
k. Calculated risk
|. Potential for increase in threat.

m Possi bl e damage or harmto the civilian comunity if the
itemis stolen or |ost.
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2003. COST OF SECURITY. Physical security expenditures should be based
on the cost of the itemto be protected, possible damage which | oss of the
itemcould inflict upon the civilian population, and inportance of the
itemto overall national security and conmand readi ness posture. The cost
of security is frequently greater than the dollar value of the property
protected. Itens that are vital to national security or may pose a threat
to the civilian population will be provided additional security
comensurate with their sensitivity and the threat.

2004. COORDI NATI ON. Physical security of separate

i nstall ations/organi zations in the i medi ate geographic area will be
coordinated with the installations/organizations and local civilian | aw
enf orcenent agenci es or host governnment representatives. On Marine Corps
installations, the installation commander will coordinate physica
security measures enployed by tenant activities, regardless of the
mlitary command, service or agency represented. Physical security of al
AA&E and ot her hazardous nmaterial held by tenant activities will be
closely coordinated. Planning that nmay result in the physical relocation
of an organi zational el enent, physical changes to a facility, or a

reali gnment of functions will include the security officer/provost narsha
to ensure that security considerations are identified.

2005. SECURITY CONSI DERATIONS. Security measures to be consi dered when
devel opi ng physical security plans include, but are not limted to the
fol | owi ng:

1. Personnel screening and indoctrination
2. Security/protection for vul nerable points/assets within the activity.
3. Security force organization and training.

4. Personnel identification and control systens.
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5. Use of physical security hardware (e.g., intrusion detection systens,
barriers, access control systens).

6. Key and | ock control.
7. Coordination with other security agenci es.
8. Designation of restricted areas.

2006. CALCULATED RISK. Calculated risk is the concept that

dictates when there are limted resources available for protection
possi bl e | oss or danage to some supplies or portions of the activity is
risked to ensure a greater degree of security to the remaining supplies or
portions of the activity. For exanple, precious netals should be given
protection priority over |ess valuable property itens. However, security
controls shall not be relaxed to the degree that controls for |ess

val uable itens are disregarded and accountability | ost.
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CHAPTER 3
SECURI TY MEASURES

3000. SECURITY MEASURES. Security neasures are actions taken to
establish or maintain an adequate conmand physi cal security posture.

Col l ectively, these neasures develop attitudes and habits conducive to
mai nt ai ni ng good security practices and elimnating existing or potentia
causes of security breaches and vulnerabilities.

3001. PHYSICAL SECURITY SURVEYS. A physical security survey is a
systematic eval uation of the overall security of a given facility or
activity and should not be regarded as an inspection or investigation
Surveys identify deficiencies and corrective neasures to the conmander
This information is provided in order to present and preserve a sound
security posture. Progranms and systens exanined will be physical (e.g.,
lighting, barriers, |locks) and procedural (e.g., access control, |ock and
key control, property accountability). The concept is to design and

i mpl enent a systemthat uniformy protects the facility. Sone

organi zati ons have specific security requirenents outlined in additiona
orders that conplenent the requirenents of this Manual. 1In those

i nstances, the security requirenments set forth in those directives will be
addressed as part of the survey.

1. Aboard Marine Corps installations, physical security surveys will be
conducted on an annual basis by school-trained mlitary police personne
possessi ng MOS 5814 (Physical Security/Crine Prevention Specialist) and a
Secret clearance. Personnel conducting these surveys serve as a
representative of the installation commander for the Purpose of eval uating
the overall installation security posture. Due to the fact sone

eval uati ons enconpass certain restricted areas, physical security
personnel will require access when acting within the scope of their
duties.

2. Physical security surveys will be scheduled with the responsible
organi zation. The command requesting/requiring the survey will assign an
i ndi vidual to assist the physical security
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speci alist during the course of the survey. Additionally, briefings wll
be conducted with the commander or designated representative prior to and
upon conpl etion of the survey.

3. Physical security surveys will be conpleted using NAVMC Form 11121 or
an equi valent electronic copy. An exanple survey is provided in Appendi x
D

4. Surveys will be conducted at the following facilities:

a. Arms, Ammunition and Expl osive (AA&E) storage facilities using
Appendi x | of reference (d) as a guide.

b. Disbursing offices using Chapter 5 of reference (g). Appendix F
is provided as a guide.

c. Facilities which conduct significant cash transactions, such as
banks and credit unions, using Appendix G as a guide.

d. Exchange facilities using Appendix G as a gui de.

e. Storage facilities, containing sensitive and/or high val ue
mat eri al s, using Appendix H as a gui de.

f. Al other restricted areas and facilities, not previously
identified, and m ssion-critical areas designated in witing by the
installati on commander.

5. Physical security surveys of classified facilities will be stored and
protected in accordance with references (b) and (c), pursuant to the
security classification afforded the highest |evel of material contained
wi t hin.

6. Physical security surveys of classified material storage/classified
mat erial control center (CM5/CMCC) will be structural in nature, and the
installation security manager will be responsible for the inspection of
adm ni strative procedural requirenents.

7. Oiginal surveys will be maintained for a period of three years by the
affected facility and the provost narshal office physical security
secti on.
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3002. LOSS PREVENTION. A vigorous |oss prevention programis essentia
in every Marine Corps organi zation. Losses can be m nim zed by
application of a conprehensive |oss prevention program consisting of, but
not limted to: |oss analysis, proper use of available investigative and
police resources, enployee | oss prevention education, application of firm
corrective neasures, admnistrative personnel actions, and pursuit of
prosecuti on.

3003. LGSS REPORTI NG

1. Mssing, Lost, Stolen or Recovered (ML-S-R) governnent property
reports will be subnmitted as required by reference (h). The conmand
security officer is the focal point for ML-S-R reporting.

2. Effective reporting of |osses and nai ntenance of |oss trend anal yses
is essential to determining the scope of the |oss prevention programthat
must be devel oped.

3. Historically, audit and inspection reports have shown that not al
required reports are submtted and actual | osses have greatly exceeded
reported | osses. Neverthel ess, actual |osses nust be reported so that
accurate assessnents can be nade. To this end, steps nmust be taken to
ensure those reportabl e | osses and accountabl e individuals are identified.
This can be acconplished by matching property inventories, requests for

i nvestigations, inventory adjustnents and submitting | oss reports.

3004. PERI METER AND AREA PROTECTI ON AND CONTROL

1. Prior to nmaking decisions to enploy security measures, a

threat assessment nust be obtained fromNCIS and a vul nerability
assessnent, per reference (p), nmust be perforned to determ ne the degree
of physical security required. Extensive and costly security measures nay
be necessary to protect certain itens of security interest. However, in
each case the commander is responsible for conplying with established
security requirenents while working to achi eve econony. To achieve this
obj ective,
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security requirenents nust be clearly understood. Additionally, the
criticality and vulnerability of the asset nust be evaluated in
relationship to a ranking of a potential threat. A specific |evel of
security must be calculated to ensure the best possible protection for the
threat level in a cost-effective manner. Only after the above prelimnary
factors are addressed can proper controls be instituted.

2. Installation or perineter and area protective controls are the first
steps in providing actual protection against certain security hazards.
These controls include barriers and other security neasures. They are

i ntended to define boundaries and may be used to channel personnel and
vehi cul ar access. Security barriers nmay be natural or structural and are
addressed in Chapter 5.

3. Enclave ("Island") Security Concept.

a. Enclaving involves the provision of concentrated security neasures

at specific sites within an installation or activity. It is the preferred
met hod for securing relatively small restricted areas and ot her
critical/essential assets requiring a higher degree of protection than the
installation itself. Segregating certain areas and assets and
concentrating security measures and resources is nore cost effective. A
restricted area may be separately fenced, |ighted, alarmed or guarded, or
the area may be "enclaved" without fencing the entire installation
perinmeter with standard chain link fencing. Enclaving does not elimnate
the requirenment to identify and post installation perineters.

b. Installations that elect to adopt enclaving to protect assets as a
tenporary or pernanent alternative to required perineter standard fencing
must submit a waiver or exception request per paragraph 1013. Requests
must indicate the type of perineter fencing planned and/ or other
conmpensatory security neasures planned or in place.

3005. AREA DESIGNATION. Different areas and tasks require varying
degrees of security interest and inportance. The degree of security is
dependent upon their Purpose, the nature of the work perforned wthin, and
i nformati on and/or materials
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concerned. To address these concerns, facilitate operations and sinplify
the security system a careful application of restrictions, controls, and
protective neasures is essential. |In sone cases, the entire area may have
a uni form degree of security inportance requiring only one |evel of
restriction and control. |In others, the degree of security inportance
will require further segregation of certain security interests.

1. Areas will be designated as either restricted areas or non-restricted
areas. Restricted areas are established in witing by a conmandi ng
officer within his/her jurisdiction. These areas are established
"pursuant to lawful authority and pronul gated pursuant to DoD Directive
5200. 8, and Section 21, Internal Security Act of 1950; Ch. 1024, 64 stat.
1005; 50 U.S.C. 797)."

a. Commanding officers will publish and informthe installation
commander, in witing, all areas under their control that are designated
as restricted areas. Particular attention will be paid to those areas
that are vital to or of substantial inportance to national security.

b. Installation commanders will publish a consolidated Iist of al
restricted areas aboard the installation to include tenant comrand
restricted areas. This list will be published annually, and will specify
whet her or not an area is vital or substantial to national security. This
list will be designated for official use only.

2. Restricted Areas. There are three types of restricted areas, which
are established in order of inportance: Level Three, Level Two, and Leve
One restricted areas. All restricted areas shall be posted sinply as
restricted areas per the sign provisions set forth in this Manual so as
not to single out or draw attention to the inportance or criticality of an
area. Restricted area designation is often associated with areas storing
classified information, however there are other valid reasons to establish
restricted areas to protect security interests (e.g., assets/areas
identified as mssion critical/ sensitive; AA&E; nucl ear materi al
protection of certain unclassified chenicals, precious netals or precious
net al -bearing articles; funds; drugs; or articles having high likelihood
of theft).
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a. Level Three. The nost secure type of restricted area, it nmay be
within |l ess secure types of restricted areas. It contains a security
interest that if |ost, stolen, conprom sed or sabotaged woul d cause grave
damage to the command m ssion or national security. Access to the Leve
Three restricted area constitutes, or is considered to constitute, actua
access to the security interest or asset.

b. Level Two. The second npbst secure type of restricted area, it may
be inside a Level One area, but is never inside a Level Three area. It
contains a security interest that if lost, stolen, conpronised, or
sabot aged woul d cause serious danmage to the command m ssion or nationa
security. Uncontrolled or unescorted novenent could permt access to the
security interest.

c. Level One. The |east secure type of restricted area, it contains
a security interest that if |lost, stolen, conpromni sed, or sabotaged woul d
cause damage to the command m ssion or national security. It may also
serve as a buffer zone for Level Three and Level Two restricted areas,
thus providing adm nistrative control, safety, and protection agai nst
sabot age, disruption, or potentially threatening acts. Uncontrolled
nmovenment may or may not pernit access to a security interest or asset.

d. Restricted areas will be designated as specified bel ow

(1) Level Three

(a) Nucl ear, biological, chenical (NBC) and special weapons
research, testing, storage, and maintenance facilities.

(2) Level Two

(a) Aircraft hangers, ranps, parking aprons, flight Iines and
runways.

(b) Aircraft rework areas.

(c) Research, Devel opnment, Test, and Eval uati on (RDT&E)
Centers.
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(d) Arms, ammunition and expl osives (AA&E) storage facilities
and processing areas (including gunparks and amuni tion supply points).
(Additional requirenents are outlined in reference (d).)

(e) Fuel depots and bul k storage tanks.

(f) Installation, depot and critical comrunications, conputer
facilities, and antenna sites.

(g) Installation, depot, and critical assets power stations,
transforners, naster valve, and switch spaces

(h) Tank ranps, conpounds, and housing facilities.
(3) Level One

(a) Mdtor Pools.

(b) Fuel issue points.

(c) Funds and negoti abl e i nstrunment storage areas.

(d) Provost Marshal O fice (PMO Desk Sergeant/Di spatcher
area, ESS nonitoring spaces, and Mlitary Working Dog (MAD) facility.

3. Mnimm Security Measures Required for Restricted Areas.

a. Level Three. The follow ng nmininumsecurity neasures
are required for Level Three restricted areas:

(1) Aclearly defined and protected perineter. The perineter nay
be a fence, the exterior walls of a building or structure or the outside

walls of a space within a building or structure. |If the perineter is a
fence or wall, it nust be posted with restricted area signs per this
Manual . Barrier and lighting requirenents are set forth in Chapters 5 and

6. Points of ingress will be posted in accordance with paragraph 3006. 1
of this Manual .

(2) A personnel identification and access control system
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(an electronic control systemwi th the capability of recording

i ngress and egress nay be used to acconplish this requirenent). If a
comput er access control or logging systemis used it nust be safeguarded
agai nst tanpering. Al visitors will be logged in and out in an
entry/departure log at all tines.

(3) Ingress and egress controlled by guards or appropriately
trai ned and cl eared personnel. Wen secured, an electronic security
system or security personnel nust control access to the area.

(4) Access restricted to personnel who have duty requirenents
wi t hin and have been authorized in witing by the conmandi ng officer
Per sons who have not been cleared for access to the security interest
contained within a Level Three restricted area may be admitted to the
facility with approval, in witing, fromthe conmandi ng officer. Such
persons and all visitors will be escorted by an authorized/cl eared
activity escort at all times and the security interest will be protected
from conprom se.

(5) When secured, check at |east once per 12-hour shift if
adequately equi pped with an operational Intrusion Detection System (IDS)
or twice per 12-hour shift for those facilities without an IDS. Security
force personnel will check for signs of attenpted or successfu
unaut hori zed entry and for other activity that could degrade the security
of the Level Three restricted area.

b. Level Two. The followi ng mnimum security measures are
required for Level Two restricted areas:

(1) Aclearly defined and protected perineter. The perinmeter my
be a fence, the exterior walls of a building or structure or the outside

walls of a space within a building or structure. |If the perineter is a
fence or wall, it nust be posted with restricted area signs per this
Manual . Barrier and lighting requirenents are set forth in Chapters 5 and

6. Points of ingress will be posted in accordance with paragraph 3006. 1
of this Manual .

(2) A personnel identification and access control system
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(an electronic control systemw th the capability of recording ingress and
egress nay be used to acconplish this). If a conputer access control or

| oggi ng systemis used, it nust be safeguarded agai nst tanpering. Al
visitors will be logged in and out in an entry/departure log at all tines.

(3) Ingress and egress controll ed by guards,
receptionists or other appropriately trained and cl eared
personnel. Wen secured, an electronic security systemor security
personnel nust control access to the area.

(4) Access restricted to personnel who have duty requirenents
wi t hin and have been authorized in witing by the conmandi ng officer
Per sons who have not been cleared for access to security interest
contained within a Level Two restricted area nay be admitted to the
facility with approval, in witing, fromthe Conmanding O ficer. Such
persons and all visitors will be escorted by an authorized/cl eared
activity escort at all times, and the security interest will be protected
from conprom se.

(5) When secured, checked once per 12-hour shift if adequately
equi pped with an operational IDS or twi ce per 12-hour shift for those
facilities without an operational IDS. Security force personnel wll
check for signs of attenpted or successful unauthorized entry, and for
ot her activity which could degrade the security of the Level Two
restricted area.

c. Level One. The following mninumsecurity nmeasures are required
for Level One restricted areas:

(1) Aclearly defined protected perineter. The perinmeter may be a
fence, the exterior walls of a building or structure, or the outside walls
of a space within a building or structure. |If the perineter is a fence or
wall it nust be posted with restricted area signs per this Mnual.

Barrier and lighting requirenents are set forth in Chapters 5 and 6.
Points of ingress will be posted in accordance with paragraph 3006.1 of
this Manual .

(2) A personnel identification and control system for those
personnel assigned to the activity.
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(3) Controlled ingress and egress.

(4) Controlled adm ssion of individuals (mlitary, civil service,
contractors, official visitors) who require access for reasons of officia
busi ness, who render a service (vendors, delivery people), and other
visitors as authorized by the Cormanding Oficer. Al visitors will be
escorted and the security interest protected from conprom se.

(5) When secured, checked once per 12-hour shift if adequately
equi pped with an operational IDS or twi ce per 12-hour shift for those
facilities without an operational IDS. Security force personnel wll
check for signs of attenpted or successful unauthorized entry, and for
ot her activity which could degrade the security of the Level One
restricted area.

d. Assets that are considered as vital or inportant to the overal
m ssion and national security are identified in reference (i). Figure 2-2
fromreference (i) is provided in Appendix C. It contains information
designed to assist commanders in determning the | evels of security that
shoul d be provided for various types of assets beyond the standards
cont ai ned in paragraph 3005.2d of this Mnual

4. Personnel and Vehicle Administrative Inspections. All instructions
designating restricted areas shall include procedures for conducting

i nspections of persons and vehicles entering and | eaving such areas. To
be effective, adm nistrative vehicle and personnel inspection operations
must be conducted on a random basis. The activity security officer wll
ensure they are conducted. Procedures will be coordinated with the
cogni zant Staff Judge Advocate and approved, in witing, by the

i nstall ati on conmander/commandi ng of ficer or authorized representative

5. Limted Waterway Areas. Installation comranders adjacent to

wat erfront property and waterways, who desire to enhance the security of
installation/site, will ensure these areas are designated by proper
authority. The foll ow ng paragraphs and table provide information for
commanders required to establish control nechanisns to linmt persons,
vehi cl es, vessels and
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Thi s paragraph describes the different
limted waterway areas avail abl e based on the | eve

of threat.

The U S. Coast Guard (USCG and U. S. Arny Corps of Engineers (USACE) may
security, or

to and nmovenment within certain areas under their jurisdiction

when safety,

ot her nationa

interests dictate,

control access

AREL AGENCY AUTHORITY LIMITATIONS PENALTIES ENFORCEMENT COMMENTS
RESTRICTED USACE 33 CFR Only on Misdemeanor Enforcement No threat needed.
ARER (1) (2) 207 inland may be Easy to obtain.

waterways delegated to Provides limited
the command area jurisdicticn
for command.
SAFETY uscG/ 33 CFR Temporary, Misdemeanor USCG only. No Threat needed.
ZONE (1) COTP 165 but may be Can result Marine Corps Can be placed
3 long term in ¢ivil or may patrol. around moving
criminal COTP vessel.
penalties authority.
under 33
UsSC 1232.
SECURITY uscG/ MAGNUSON Only within Felony -10 USCG Only. Threat required.
ZONE (1) COTP ACT (50 territorial years/ Marine Corps COTP controls
Usc 191) limits of 10,000 may patrol access and movement
33 CFR U.§. Ne under COTP of all vessels,
6.10-5 person or authority. persons & vehicles
33 CFR vessel may {including their
165 enter zone removal), and may
without take possession and
permission control of any
from COTP. vessel. (see 33 CFR
Can be 165.33)
placed over
land.
RESTRICTED UscG/ MAGNUSON Must be Felony -10 USCG only. Threat required.
WATERFRONT COMDT ACT (50 issued and years/ COTP Long term limited
AREAS (1) (4} Usc 191) directed by 10,000 directed by access area Any
33 CFR Commandant COMDT change must be
165.40 of the Coast directed by the
Guard. COTP COMDT.
may be
directed to
enforce.
Must be in
regulations.
Limits
access of
persons.

(1} Does not include airspace (2) USACE - US Army Corps of Engineers
(3) COTP - Coast Guard Captain of the Port (4) COMDT - Commandant of the Coast Guard

a. The USCG and USACE are the inplenmenting authority under
the Ports and Waterway Act of 1972 (PWSA) (33 USC 1221 et seq.),
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t he Magnuson Act of 1950 (50 USC 191), the Quter Continental Shelf Lands
Act (OCSLA) (43 USC 1331 et seq.), and the Deepwater Port Act (33 USC 1501
et seq.).

b. Commandi ng officers will make every effort to coordi nate protection of
adj acent waterway areas with the proper agency. Commanding officers wll
revi ew operations and/or security plans to ensure areas of
responsibility/jurisdiction are properly identified. Liaison between
security personnel and |ocal Coast Guard officials should be nmaintained to
ensure designation of Limted Waterway Areas and procedural aspects are
kept current. The following matrix describes the purpose, nmajor features
and application of each type of Limted Waterway Areas.

6. Establishing Limted Waterway Areas. The cogni zant USACE | ocal field
office is the responsi bl e agency for establishing restricted areas. The
Coast CGuard Captain of the Port is responsible for establishing all other
types of Limted Waterway Areas. Public notification of designated
Limted Waterway Areas is the responsibility of the | ocal USACE or USCG
as appropriate. Commandi ng officers desiring adjacent waterway or

wat erfront access controls nust provide a witten request to the
appropriate local office of the USCG or USACE. Requests w Il include
conplete justification and details regarding the type of designation
desired and area(s) to be designated. A copy of initial requests and

fi nal approval /di sapproval correspondence will be forwarded to CMZ(PCS).

7. Non-Restricted Areas

a. A non-restricted area is an area under the jurisdiction of an
organi zati on where access is either mninmally controlled or uncontroll ed.
Such an area may be fenced, or open to uncontrolled novenent of the
general public. An exanple of a non-restricted area is a visitor or
enpl oyee parking |l ot that is open and unattended by guards. After working
hours it may be closed, patrolled, and converted to a restricted area.

Anot her exanple is a personnel office where the general public is

aut hori zed access during working hours wi thout being required to check in
or register with duty personnel. A non-restricted area may be encl osed by
a fence or other barrier. Access is nornally
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mnimally controlled. 1In nost cases further security authorization, such
as a security clearance would not be required for access. An off base
housi ng area would normally be considered a non-restricted area. Non-
restricted areas will not be located inside restricted areas.

b. Installations and organi zati ons contain a nunber of facilities
where military personnel, their dependents, civilian enployees and their
famlies are pernmtted access by displaying vehicle decals or by
presenting appropriate identification cards (issued based on enpl oynent or
status only). These facilities include exchanges, conm ssari es,
adm nistrative offices, dispensaries, clubs, recreational facilities, etc.
Areas containing such facilities will normally be consi dered non-
restricted areas. However, the facilities thensel ves nay have interna
spaces that necessitate designation as restricted areas.

3006. SIGNS AND POSTI NG OF BOUNDARI ES

1. Restricted areas (including buildings) will be posted at
designated primary entry points with signs approxi mately three feet by
three feet in size with proportionate lettering. Signs will read as
fol |l ows:

WARNI NG
RESTRI CTED AREA - KEEP OUT
AUTHORI ZED PERSONNEL ONLY

AUTHORI ZED ENTRY | NTO THI S RESTRI CTED AREA CONSTI TUTES CONSENT
TO SEARCH OF PERSONNEL AND THE PROPERTY UNDER THEI R CONTROL.
I NTERNAL SECURI TY ACT OF 1950 SECTION 21; 50 U.S.C. 797

2. Perinmeter barriers of all restricted areas will be posted with signs
measuri ng approxi mately twelve inches by eighteen inches in size with
proportionate lettering. Signs will read as foll ows:
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WARNI NG
RESTRI CTED AREA - KEEP OUT
Aut hori zed Personnel Only

3. Installation/Marine Corps property boundaries will be posted at al
points of ingress with signs approximately three feet by three feet in
size with proportionate lettering. Signs will read as foll ows:

WARNI NG

U S. MARI NE CORPS PROPERTY

AUTHCORI ZED PERSONNEL ONLY

AUTHORI ZED ENTRY ONTO THI S | NSTALLATI ON CONSTI TUTES CONSENT TO SEARCH OF
PERSONNEL AND THE PROPERTY UNDER THEI R CONTROL.

| NTERNAL SECURI TY ACT OF 1950 SECTION 21; 50 U.S.C. 797
4. Perimeter boundaries will be posted with signs nmeasuring approxi mately
el even inches by twelve inches in size with proportionate lettering.

Signs will read:

U S. GOVERNMENT PROPERTY
NO TRESPASSI NG

5. \Where a | anguage other than English is prevalent, restricted and non-
restricted area warning notices will be posted in both | anguages.

6. The interval between signs posted along restricted areas will not
exceed 100 feet.

7. The interval between signs posted al ong perineter boundaries will not
exceed 200 feet.

8. Al barrier signs will be placed so as not to obscure the necessary
lines of vision for security force personnel
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8. Color Code. Al signs shall be color coded to provide legibility from
a distance of at |east 100 feet during daylight hours under nornal
conditions. The follow ng color codes are recomrended for
installation/activity and restricted/non-restricted area perineter signs:

a. Al words except "WARNING' will be bl ack.
b. The word "WARNING' will be red.

c. Al wording will be on white backgrounds to obtain naxi nrum col or
contrast.

9. Signs will be properly nmaintained. Defective and faded signs will be
repl aced.

10. These signs nay be contracted for or produced locally or acquired
through the Naval Surface Warfare Center Division (NAVSURFWARCENDI V), Code
4044, 300 H ghway 361, Crane, IN, 47522-5001, conmercial (812) 854-5812,
DSN 482-5812.

3007. KEY SECURITY AND LOCK CONTRO.. Each Marine Corps organi zation nust
establish a strict key and | ock control program nmanaged and supervi sed by
the command security officer. Included in this programare all keys,

| ocks, padl ocks and | ocking devices used to protect or secure restricted
areas, activity perineters, security facilities, critical assets,

classified material, sensitive material and supplies. Not included in
this program are keys, |ocks and padl ocks for conveni ence, privacy,

uncl assified adm nistrative or personal use. The Navy Lock and Key
Control CGuide (Ashore), June 1988, prepared by the Naval Facilities

Engi neering Service Center, 1100 23rd Avenue, Port Huenenme, CA 93043-
4370,is an excellent source for additional data regardi ng establishing and
mai ntai ning a key and | ock control program

1. Key Control Oficer. The key control officer will be

designated in witing by the commandi ng of ficer and be directly
responsi ble for all security-related key and | ock control functions.
Normal |y, the key control officer will be
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subordinate to the organi zation security officer. At those organi zations
where the security and | ock programis too small to warrant a subordi nate
designation, the security officer nay assune this function. The key
control officer will conduct an annual inventory of all controlled issued
keys and will maintain appropriate |ogs and records. Inventory records
will be retained for three years or conpletion of the next |Inspector
Ceneral inspection cycle, whichever is greater.

2. Key Custodian. The head of each major functional area

(e.g., departnent, directorate, etc.) within an organi zation wll
designate in witing a key custodian who will be responsible to the key
control officer for all keys controlled by that functional area. Each
custodian will inventory keys and | og accounts at |east sem annually. The
record of this inventory shall be retained for three years or conpletion
of the next Inspector General’s inspection cycle whichever is greater

3. Central Key Room Duplicate keys, key bl anks, padl ocks (key and
combi nation type), and key-maki ng equi pment will be stored in a centra
key room Access nust be controlled and the space nust be secured when
not in use. Duplicate keys will be provided protection equivalent to the
asset/area that original keys are used to secure. Controlled keys (e.g.
AA&E, nmaster, and classified naterial storage area keys) will not be
duplicated at any tine for any reason nor renoved fromthe installation/
site without prior witten consent of the security officer/ provost

mar shal

a. At those organi zations where the security key and | ock
programis too small to warrant a central key room a | ocked
security container may be used to provide protection of duplicate keys,
bl anks and associ at ed equi pnent .

b. Access to the container will be strictly controlled and the
contai ner custodian will be assigned in witing.

4. Rotation and Miintenance. Security |ocks, padlocks, conbinations, and
| ock cores designated as high security shall be rotated from one | ocation
to another within the sanme | evel areas of protection (e.g., Level Two area
| ocks and cores stay within Level Two areas, etc.) at |east annually.
Rotation is
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acconplished to guard against the use of illegally duplicated keys and for
regul ar mai ntenance to avoid | ockouts or security violations due to
mal f uncti ons.

5. Criteria for Issuing Keys. Keys for security |ocks and padl ocks w ||l
be issued only to those persons with a need approved by the activity
security officer. Convenience or status is not sufficient criteria for

i ssue of a security key. Certain categories of security assets have
specific rules concerning the issue and control of keys affording access
to them The security officer is responsible for devel opi ng and enforcing
rules for key issue as part of the access control function

6. Key Control. The central keyroom and each key custodi an and sub-

cust odi an nust devel op and nmaintain a systemidentifying keys on hand,
keys issued, to whom date and tinme the keys were issued and returned, and
the signatures of persons drawing or returning a security key. Continuous
accountability of keys is required.

7. Padlock In-Use Security. When the door, gate, or other equipnent
which the padlock is intended to secure, is open or operable, the padl ock
will be |ocked to the staple, fence fabric, or other nearby securing point
to preclude the switching of the padlock to facilitate surreptitious
entry.

8. Lock Control Seals. Inactive or infrequently used gates nust be

| ocked and have seals affixed. The approved seal is the car ball end
seal, Mlitary Specification ML-S-23769C. Security personnel should be
instructed that lack of free play (approxi nately one-ei ghth inch)

i ndicates the possibility of tanpering and a follow up exam nation of the
seal should be conducted. Seals will be serialized, stored in the sane
manner as prescribed herein for keys, and all seals will be inventoried
annual ly. The security officer will control placenent of entrance seals
and account for seal nunbers on-hand, issued and used.

9. Procurenent of Locks and Padl ocks. All |ocks and padl ocks used for
| ow, nedium and high security applications will neet
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the mnimummlitary specifications for that |evel of security use. The
security officer nust approve all security |ock and padl ock procurenents.

10. Lockouts. Al lockouts at restricted areas or buildings will be
reported to the key control officer (or duty officer, as appropriate) for
t he organi zati on having responsibility for the facility. The comrandi ng
officer of the facility will direct an investigation of the incident.

3008. CLASSI FI ED SECURI TY CONTAI NTERS, VAULTS AND STRONGROOMS. Security
containers, vaults and strongroons will conformto the specifications
contained in reference (b).

3009. SECURITY CHECKS

1. Each organi zation nust establish a systemfor daily after-hours
security checks of restricted areas, facilities, containers, barriers and
buil dings to detect any deficiencies or violations of security standards.
Deficiencies or violations nmust be reported to the security officer
commandi ng of ficer, and PMO. Each deficiency or violation will be

revi ewed by the organi zation security officer, and a record nmi ntai ned of
all corrective actions taken. Records of security checks will be

mai ntai ned for a period of one year

2. This review of subsequent actions is intended to resolve
the present deficiency or violation and to prevent recurrence.

3. Al deficiencies, violations, breaches of rules and regul ati ons, and
crimnal incidents discovered and handl ed by the security force will be
recor ded.

3010. PARKING OF PRI VATELY OANED VEHI CLES (POV)

1. Vehicle parking is prohibited within 30 feet of any

i nhabited structure or 80 feet fromtroop housing and primary gathering
pl aces in order to mnimze danger in the event of fire or explosion
Privately owned vehicles will not be parked
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in Level Three and Level Two restricted areas or within 30 feet of
doorways |l eading into or frombuildings primarily used for the repair
rewor k, storage, packagi ng or shipping of governnent material and
supplies. Comands nust ensure that parking restrictions are addressed in
M LCON and renovations projects as outlined in Antiterrorism Force
Protection orders and directives. Managenent of the parking assignnents
is not a function of the security officer

2. At activities where parking is allowed inside Level One areas, parking
areas will be located away fromLevel Two and Three restricted areas and
separately fenced in such a manner that occupants of vehicles nust pass

t hrough an access control point prior to entering the actual restricted
area facility.

3011. TRAFFIC CONTRO.. The installation provost marshal will establish a
traffic control programin accordance with reference (j).

3012. SECURITY OF SELECTED, SENSITIVE | NVENTORY | TEMS, DRUGS, DRUG ABUSE
| TEMS AND PRECI QUS METALS

1. The followi ng definitions describe sensitive itens:

a. Selected Sensitive Inventory Itens. Those itens
security coded "Q or "R' in the Defense Integrated Data System (DI DS)
that are controlled substances, drug abuse itenms or precious netals.

b. Code "Q Itenms. Drugs or other controlled substances
designated as Schedule IIl, IV or Vitens, per 21 Code of Federa
Regul ati ons, Part 1308 (Appendix G .

c. Code "R' Itens. Precious netals and drugs or
ot her controlled substances designated as Schedule I or Il items per 21
Code of Federal Regul ations, Part 1308 (Appendix Q.

d. Precious Metals. Refined silver, gold, platinum
pal |l adium iridium rhodium osmum and rutheniumin bar, ingot, granule,
liquid, sponge or wire form
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2. Controlled Substances Inventory. Accountability, inventory and
security of controlled substances shall be as prescribed in reference (k).

3013. SECURI TY REQUI REMENTS FOR "R' CODED | TEMS AT BASE/ | NSTALLATI ON
SUPPLY LEVEL OR H GHER

1. "R' coded itens maintained at base/installation | evel and higher wll
be stored in vaults or strongroons in accordance with reference (b) or 750
pound or heavier General Services Adm nistration (GSA) approved security
containers. Smaller GSA approved security containers are authorized but
must be securely anchored to the floor or wall. All security containers
will be secured with built-in X07 conbination | ocks.

2. Vaults, strongroonms and security containers storing "R' Coded Itens
wi Il have an IDS which is connected to a central nonitoring station, with
per sonnel on 24-hour duty who can provide a rapid arned response to an

al ar m si gnal

3. Access to storage areas, including containers, will be kept to a

m ni mum and all personnel authorized access will be assigned in witing.
Access to the storage area will be nmaintained in an access contro

| ogbook. Conpl eted | ogbooks will be maintained for a period of one year

3014. SECURITY REQUI REMENTS FOR "Q' CODED | TEMS AT BASE/
| NSTALLATI ON SUPPLY LEVEL OR HI GHER

1. The preferred storage for sensitive inventory itenms coded "Q' is in
vaul ts or strongroons.

2. Small quantities may be stored in security containers approved for

items coded "R'. Larger or bulk quantities nay be stored in a Level Three
restricted area as described in paragraph 3005.3(a)l. The storage area
wi Il have an IDS which is connected to a central nonitoring station with

per sonnel who can provide rapid arned response to an al arm si gnal
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3. Storage facilities and procedures for operation will be adequate to
ensure the prevention of fire, explosion, accident, or overexposure of
personnel using the areas.

4. Access to storage areas will be kept to a mninmumand all personne

aut hori zed access will be assigned in witing. Access to the storage
area will be maintained in an access control |ogbook. Conpleted | ogbooks
wi Il be nmaintained for a period of one year

3015. SECURITY REQUI REMENTS FOR "R' AND "Q' CODED | TEMS FOR SMALL
UNI TS/ | NDI VI DUALS

1. The preferred storage for sensitive inventory itenms coded "Q' is in
vaul ts or strongroons.

2. Small quantities may be stored in security contai ners approved for

itenms coded "R'. Larger or bulk quantities nay be stored in a Level Three
restricted area as described in paragraph 3005.3(a)l. The storage area
wi Il have an IDS which is connected to a central nonitoring station with

per sonnel who can provide rapid arned response to an al arm si gnal

3. Storage facilities and procedures for operation shall be adequate to
ensure the prevention of fire, explosion, accident, or overexposure of
personnel using the areas.

4. In a field environnent or in the absence of proper facilities, snal
units are authorized to maintain minimmrequired stock in a 750 pound or
heavi er GSA approved security container. As a last resort, snaller GSA-
approved security containers are authorized but must be securely anchored
to the floor or wall. These containers nust be |ocated within a

conti nuously manned space or checked by security personnel tw ce per 12-
hour shift.

5. Access to storage areas will be kept to a m ninumand all personne

aut hori zed access will be assigned in witing. Access to the storage area
will be nmaintained in an access control |ogbook. Conpleted | ogbooks will
be maintained for a period of one year
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3016. SECURITY OF FUNDS. Physical security requirenments for funds under
control of a disbursing officer or stored within a disbursing office are
contained in reference (g). Appendix F is provided as a gui de.

3017. GOVERNMENT PROPERTY

1. All U S CGovernment computers, typewriters, calcul ators, adding

machi nes, and simlar itens of office equipnment will be secured to
preclude pilferage. These itens will also be narked with identification
tags identifying themas U S. Governnment property. Wen an office space
i s vacant during non-duty hours, doors will be secured and access
controlled, or these itens of equiprment will be secured in security
containers, or storage cabinets. As an alternative, itens nay be secured
to desks with conmercially avail abl e anchor pads or simlar securing

devi ces.

2. Video recorders, televisions, filmprojectors, radio receivers, and
simlar itens used for m ssion-rel ated audi o-vi sual Purposes will be
stored in spaces where access is controlled during normal duty hours.
These itenms will also be marked with identification tags identifying them
as U S. CGovernnent property. After normal duty hours, these itens will be
| ocked in a roomand security neasures inplenented.

3. Governnent owned tel evisions within clubs, |ounges, and transient and
per manent personnel housing will be secured to prevent theft. These itens
will also be marked with identification tags identifying themas U S
Government property. A reconmended nethod is to secure the itens in place
with comercially avail abl e anchor pads or simlar securing devices.
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CHAPTER 4
SECURI TY FORCES

4000. CGENERAL. The security force constitutes one of the npbst inportant
el enents of an organi zation’s physical security program Security forces
consi st of Marines, specifically organized, trained, and equi pped to
provi de | aw enforcenent and physical security for the command. O her
security forces include Marines assigned as interior guard, who al so
require organi zation, training and equi pnent specific to their assigned
duties. Wereas | aw enforcenent personnel duties pertain to an entire
installation, interior guard personnel are nornally assigned to provide
security to an organi zational area or asset. Properly used, these Marines
are one of the nost effective and useful tools in a conprehensive,

i ntegrated physical security program

4001. FUNCTIONS OF THE SECURITY FORCE. Regardless of the type of
per sonnel enpl oyed, security force functions fall into four genera
categori es:

1. Prevent/deter theft and other |osses caused by fire damage, accident,
trespass, sabotage, espionage, etc.

2. Protect life, property and the rights of individuals.
3. Enforce rules, regulations and stat utes.
4. Detect, deter and defeat terrorism

4002. THE SECURITY FORCE. Marines guard Marine Corps assets and
installations. Reference (I) requires that Marines performng a security
function will be armed. |In that capacity, the security force is an
integral part of the physical security program and comranders have a
responsibility to maintain and support the program The foll ow ng
security forces nay be enpl oyed
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1. Mlitary Police. Mlitary police are those Marines, possessing MOS
58XX, who are assigned to installation provost marshal offices and perform
installation | aw enforcenent duties.

2. Interior Guard. An interior guard force consists of Marines organic
to an organi zation who are specifically trained and organi zed for the
pur pose of providing security for specific areas or assets under the
cogni zance of the organi zation commandi ng of ficer. Personnel assigned
interior guard duties will fall under the direct control of the guard
officer. Interior guard personnel will normally not performl|aw

enf orcenent duti es.

3. Oher Forces. At those organizations not |ocated aboard a Marine
Corps installation, commanders are encouraged to utilize federal, state,
and local police in support of |law enforcenment and security requirenents.
Private security conpanies nmay be utilized in support of security
applications. 1In overseas |locations, SOFA agreenments may require foreign
nationals to serve as a part of the security force. 1In this application
rul es and regul ati ons governing these foreign personnel will be based on
those requirenments addressed in the SOFA agreenent.

4003. SIZE OF THE SECURITY FORCE. The size of the security force is
dependent upon many factors, sonme of which are:

1. Size and location of the installation/site.

2. Ceographic characteristics of the installation/site.

3. Mssion.

4. Nunber, type, and size of restricted areas.

5. Use and effectiveness of physical security equipnent.

6. Availability of non-organic, supporting security forces.
7. Installation population and conposition

8. Criticality of assets being protected.
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In all instances, the size of the security force will allow for a reaction
force capability.

4004. SECURITY POSTS. Because no two installations/sites have the sane
exact security requirenents, it is not feasible to establish Corps w de
criteria for the required nunber of posts. 1In all cases, posts will be
based upon the security mssion being perforned and not upon conveni ence.

I ndividual installations/sites nust anal yze security post requiremnents
utilizing a systens approach. Pertinent to this approach is consideration
of avail abl e manpower, existing security neasures and pl anned upgrades,
such as closing of non-essential posts and the enploynent of mechani cal
and el ectronic security technology (barriers, electronic security systens,
etc.).

4005. POST REQUI REMENTS AND CONSI DERATI ONS

1. Gates. CGates will be limted to the mnimum nunber required to permt
expeditious flow of traffic in and out of the installation or activity.
Except where justified by consistently heavy traffic throughout the day or
by other security considerations, one sentry per gate will normally
suffice. Rush hour augnentation manni ng nust be included in post

cal culations. Using personnel obtained tenporarily fromnobile posts to
man fixed posts reduces energency response capability.

2. Perinmeter. The justification for perineter posts is in direct
proportion to the necessity for preventing unauthorized entry. Perinmeter
protection requires a conbination of approved fencing, protective lighting
and electronic security systens, all supported by fixed posts and nobile
patrols operating in relatively small areas. Sone sites may neet security
requi renents by using nothing nore than fi xed and nobile posts.

3. Area Posts. Guard force strength nmust be commensurate with the
i mportance of the area/assets being guarded and the threat. See Chapter 3
for restricted and non-restricted areas.

4. Mdtorized Patrols. One person vehicular patrols are normally adequate.
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5. Visitor Escorts. Full-time posts for visitor escorts will not be
established within restricted areas. The person receiving visitors wll
escort visitors in and out of the area as determ ned by the comrandi ng
of ficer and applicabl e orders.

4006. SECURITY FORCE ORDERS. The conmandi ng officer of each
installation/organization will publish and maintain security force orders.
Security force orders are the witten and approved authority of the
commandi ng of ficer for menbers of the security force to execute and
enforce regulations. The orders will be signed by the

i nstall ation/organi zati on commandi ng of fi cer and a copy of post specific
orders will be mmintained at each post. These orders will be brief,

conci se, and specific and witten in a clear and sinple |anguage. The
orders will be reviewed annually. The orders, at a minimum wll contain
the foll ow ng:

1. Special orders for each post which specify the limts of the post,
specific duties to be performed, hours of operation, and required uniform
arms, and equi prent.

2. Specific instructions in the application and use of deadly force as
provided in reference (1), and detail ed guidance in the safe handling of
weapons.

3. Training requirenents for security personnel and designated posts.

4. Security force chain of conmmand

4007. SECURITY FORCE TRAINING Al personnel assigned duties with a
security force will neet the following mninmal training requirenents:

1. The use of force and the safe handling of firearns, to include issue
and turn in.

2. \Weapons training and qualification as outlined in reference (I).
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3. Legal aspects of jurisdiction and apprehension
4. Mechani cs of apprehension, search, and seizure.

5. Ceneral and special orders and all aspects of the security force
or der.

6. Use of security force equipnent.

7. Threat specific training (e.g., vehicle bonb searches, terrorism
awar eness, weapons of mass destruction (WD) awar eness).

4008. SECURITY FORCE EQUI PMENT. Types and quantities of equi pment made
available to the security force are based on avail abl e resources and the
m ssion being performed. Situation requirenents such as host nation
agreenents, assets being protected, and threat conditions al so have an
af fect on equipnment issued to security force personnel. The follow ng
types of equi pnent may be enployed in support of the security nission

1. Weapons and Amunition. Wapons and anmunition will be standard issue
items of governnent property. The use and possession of privately owned
weapons by mlitary personnel in the performance of assigned duties is
strictly prohibited. Security force personnel will be assigned a service
pistol, service rifle, or shotgun while in the performnce of their

duties, as determ ned by the installation/organi zati on conmandi ng offi cer
Requi renments for carrying configuration and additional anmmunition are
provided in reference (I). The commandi ng officer may authorize the issue
of special equi pnent (shotguns, nachine guns, grenade |aunchers), provided
security force personnel have received required weapons training as
directed by reference (m.

2. Vehicles. Security force personnel will be provided sufficient
vehicles to conduct required patrols and to dispatch reaction force
personnel. Security force vehicles will also be:
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a. Equipped with radios.

b. Configured for the safe transportation of additional passengers
and those persons apprehended or detained by security force personnel

c. Operated by personnel possessing valid U S. Governnment Mot or
Vehicle Operator’s Identification Card (SF-46) for all vehicles that they
may be assigned to operate as required by TM 11-240.

d. Mlitary police vehicles will conformto requirenents identified
in reference (n). In addition to the above, military police vehicles wll
be equi pped with | aw enforcenent specific equi pment (nobile radios,
sirens, code-lights, prisoner security cages, and spotlights/takedown
lights). Law enforcenent equipnment will conformto both federal and state
regul ati ons.

3. Conmmuni cati ons

a. A comunications systemis required to allow the security force to
conpl ete assigned m ssions. Comunications will be available to all
posts. Reliable systenms aid in the establishnment of a safe and secure
wor ki ng environnment. The type of system enployed nust be tailored to neet
the specific needs of the individual installation/organization
I nstal | ation/ organi zati on comuni cati ons-el ectronics offices will be
i nvolved in both the procurenent of conmunications equi pnent and
coordi nation of frequency assignnent. Systens enployed will be tailored
to nmeet the specific requirenments of the security force. Procurenent
pl anni ng for conmunications systens will include, but is not limted to
the foll owi ng considerations:

(1) Flexibility of the system for expansion, updates, etc.
(2) Criticality of assets.

(3) Susceptibility to interference or unauthorized nonitoring.
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(4) Size of the installation and/or area requiring coverage.
(5) Requirenent and pl acenent of repeaters.

(6) Terrain and structures.

b. There will be at |east two separate and distinct forns of
comuni cations available to security force personnel, one nust be two-way
voice radio (this requirenent is not applicable to Reserve Centers). A
duress button, in those facilities equipped with Electronic Security
Systens (ESS), is recognized as a form of comuni cation. A phone is also
recogni zed as a form of comrunication

c. A duress code will be established for use by security force
personnel to covertly alert other security force personnel of a need for
i mredi at e assistance in the event of energency. Duress codes should be
limted to one or two words, sinple, and easily recogni zable. Duress
codes will be changed nonthly or when thought to have been conprom sed.
Trai ni ng concerning the use of duress codes by security force personne
will be included in security force training

d. Each security force conmponent (military police and interior guard) wll
have a separate and distinct frequency. These systens nust enpl oy two-way
comuni cations capabl e of reaching all posts. The system nmust incorporate
provi sions for emergency power and be capabl e of operating on nore than
one frequency/ channel .
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CHAPTER 5

BARRI ERS AND OPENI NGS

5000. THE PURPOSE OF PHYSI CAL BARRI ERS. Physical barriers control, deny,
i npede, del ay, and di scourage access to restricted and non-restricted
areas by unaut horized persons. They acconplish this by:

1. Defining the perineter of restricted areas.

2. Establishing a physical and psychol ogical deterrent to
entry and providing notice that entry is not permtted.

3. Optimzing use of security forces

4. Enhanci ng detection and apprehensi on opportunities by
security personnel in restricted and non-restricted areas.

5. Channeling the flow of personnel and vehicles through
designated portals in a manner which permts efficient operation
of the personnel identification and control system

5001. TYPES OF BARRIERS. Mjor types of physical barriers are:

1. Natural, such as nountains, swanps, thick vegetation, rivers, bays,
cliffs, etc.

2. Structural, such as fences, walls, doors, gates, roadbl ocks,
vehicle barriers, etc.

5002. GENERAL CONSI DERATI ONS. Physical barriers delay, but can rarely be
depended upon to stop a determned intruder. To be effective, such
barriers nust be augrmented by security force personnel or other nmeans of
protection and assessnent. In deternmining the type of barrier required,
the following will be considered:

1. Physical barriers will be established around al
restricted areas. The barrier or conbination of barriers used nust afford
an equal degree of continuous protection along the
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entire perineter of the restricted area. Wen a section or sections of
natural /structural barriers provide a | esser degree of protection, other
suppl enentary neans to detect and assess intrusion attenpts nust be used.

2. In cases of a high degree of relative criticality and vulnerability,
it may be necessary to establish two lines of physical barriers at the
restricted area perinmeter. Such barriers should be separated by not |ess
than 30 feet for optinmumprotection and control. Two lines of barriers
shoul d only be used either in conjunction with an ESS, or other form of
al arm system supported by a security force capabl e of inmediate response.
The use of two barriers alone provides |little extra protection beyond a
few seconds of delay to a determ ned intruder and may actually be counter
productive in identifying the location of high risk itens. The
criticality, sensitivity, and vulnerability of certain areas nay require
the use of a taut wire fence, which provides the added advantages of an
el ectronic security system

3. The perinmeter boundaries of all Marine Corps installations, including
Marine Corps Reserve Centers that are either independently |ocated or
jointly located with other services, nust be posted and will be fenced
where feasible. Wenever fencing is inpractical, conpensatory security
nmeasures (e.g., increased patrols) will be inplenented

4. In establishing any perineter or barrier, consideration nust be given
to providing energency entrances in case of fire or other energency.
However, openings will be kept to a m ninum consistent with the efficient
and safe operation of the facility and wi thout degradati on of m ninmm
security standards.

5. Construction of new security barriers and renoval of existing barriers
at restricted areas nust be approved by the security officer. Construction
and nodification of barriers will be scheduled to nmaintain security |evels
or provide commensurate security for the activity.

5-4
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5003. EENCES

1. Chain Link Fencing. Chain link fencing is the type of structura
barri er nmost conmonly used and recommended for security Purposes. Chain
link fencing will be used to enclose restricted areas where fencing is
requi red. Mesh openings will not be covered, blocked, or laced with

mat erial that would prevent a clear view of personnel, vehicles, or
material in outer perinmeter zones/areas. |In those instances where a
commandi ng of ficer determ nes application of a covering to be nore
advant ageous to protecting the asset within the fenced area, a waiver or
exception request nust be submitted per paragraph 1013. The foll ow ng
st andards apply:

a. Fabric. The standard fence fabric will be 9-gauge
zinc or alum numcoated steel wire chain link with nesh openi ngs not
| arger than two inches per side and a tw sted and barbed sel vage at top
and bottom

b. Fabric Ties. Only 9-gauge steel ties will be used. If the ties
are coated or plated, the coating or plating will be conpatible with the
fence fabric plating and coating to inhibit corrosion

c. Height. The standard height of a security fence is eight feet.
This includes a fabric height of seven feet, plus a top guard. Building
connections will be higher. An additional four to five feet of fencing
hei ght shoul d be added at the building connection point out at |east 10
feet away from the buil ding.

d. Fencing Posts, Supports and Hardware. All posts, supports, and
hardware for security fencing will neet the requirenments of Federa
Specification RR-F-191J/ GEN of 22 July 1981. Al fastening and hi nge
hardware will be secured in place by peening or welding to all ow proper
operation of conmponents, but prevent disassenbly of fencing or renoval of
gates. All posts and structural supports will be |ocated on the inner
side of the fencing. Posts will be positively secured into the soil to
prevent shifting, sagging or collapse in accordance with reference (n).
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e. Reinforcenent. Taut reinforcing wires will be installed and
i nterwoven or affixed with fabric ties along the top and bottom of the
fence to stabilize the fence fabric.

f. Gound dearance. The bottomof the fence fabric nust
be within two inches of firmsoil or buried sufficiently (concrete
footings or gravel may be used) in soft soil to conpensate for shifting
soi | .

g. Culverts and Openings. Culverts under or through a fence shall be
of ten inch pipe or a cluster of such pipe. Openings under or through a
fence will be secured with material of equal or greater strength than the
overall barrier. Al openings, which have an area of 96 square inches or
greater and which penetrate the restricted area perinmeter barrier, will be
protected by securely fastened 9 gauge wi re nesh, framed and permanently
bolted to the structure.

h. Fence Placenent. No fence will be |ocated so that
the features of the land (its topography) or structures (buildings,
utility tunnels, light and tel ephone poles, |adders, etc.) allow passage
over, around or under the fence.

i. Top Guards. A top guard nust be constructed on all perineter
fences and may be added on interior enclosures for additional protection
A top guard is an overhang of barbed wire or barbed tape along the top of
a fence, facing outward (away from protected site) and upward at
approxi mately a 45-degree angle. Top guard supporting arns will be
permanently affixed to the top of fence posts to increase the overal
hei ght of the fence at least 1 foot. Three strands of 12-gauge barbed
wire, equally spaced, nmust be installed on the supporting arns. Top
guards constructed in a Y or triangular frame (double outriggers), which
face both inward and outward, are acceptable. The top guard of fencing
adj oining gates may range froma vertical height of 18 inches to the
nor mal 45-degree outward protection, but only for sufficient distance
al ong the fence to open the gates adequately.

2. Taut Wre Fences. A taut wire fence may be installed
as a stand-alone 7-foot fence with 31-inch double outriggers
equi pped with sensor devices. A three-quarter inch steel cable
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will be attached to support posts 30 inches above the ground to stop

i ghtwei ght vehicles fromcrashing through the barrier. The sensor system
consi sts of horizontal w res spaced about 4 inches apart and connected to
a central detection device tensioned between two anchor devices. Attenpts
to cut or clinmb this type fence will generate an alarmat the centra
nmonitoring station.

3. Alternative Fencing. Were a boundary passes through an isolated area
that is not patrolled and through which vehicul ar passage is inpossible,
the boundary may be defined with a two to four strand 12-gauge barbed wire
fence approximately four feet high. It will be posted as required in
Chapter 3.

5004. TEMPORARY BARRIERS. In sone instances, the tenporary nature of a
restricted area does not justify the construction of pernmanent perineter
barriers. Wen this occurs, the resulting lack of security will be
conmpensated for with additional tenporary security neasures.

5005. VEHI CLE BARRIERS. The use of vehicle barriers such as crash
barriers, obstacles, or reinforcenment systens for chain |ink gates at
uncontrol | ed avenues of approach can inpede or prevent unauthorized
vehicle access. See reference (0) for guidance on exterior barriers.
Additionally, the manual entitled "Terrorist Vehicle Bonb Survivability
Manual (Vehicle Barriers)" is available fromthe Naval Facilities

Engi neering Service Center, 1100 23rd Avenue, Port Huenene, CA 93043-4370.

5006. | NSPECTI ON OF BARRI ERS. Security force personnel w Il check
security barriers at |least weekly for defects that would facilitate
unaut hori zed entry. Personnel mnmust be alert to the follow ng:

1. Dammged areas (cuts in fabric, broken posts).

2. Deterioration (corrosion).
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3. FErosion of soil beneath the barrier
4. Loose fittings (barbed wire, outriggers, fabric fasteners).

5. Gowth in the clear zones that would afford cover for possible
i ntruders.

6. Cbstructions which would afford conceal nent or aid entry/exit for an
i ntruder.

7. Evidence of illegal or inproper intrusion or attenpted
i ntrusion.

5007. WALLS. Wlls, floors, and roofs of buildings nay al so serve as
perimeter barriers. Buildings, structures, waterfronts and other barriers
used instead of (or as a part of) a fence |ine nust provide equival ent
protection to the fencing required for that area. Therefore, all w ndows,
doors and ot her openings or neans of access must be guarded or properly
secur ed.

5008. CLEAR ZONES

1. An unobstructed area or clear zone will be nmaintained on both sides of
and between permanent physical barriers of restricted and non-restricted
areas. Vegetation in such areas will not exceed 6 inches in height.

2. An inside clear zone will be at least 30 feet. Were possible, a
| arger clear zone should be provided to preclude or mninze danage from
t hrown obj ects such as incendiaries or bonbs.

3. The outside clear zone will be 20 feet or greater between the
perinmeter barrier and any exterior structures, vegetation or any
obstruction to visibility.

4. In those activities where space on governnent |land is avail able, but
the fence does not neet clear zone requirenents in its present |ocation
rel ocating the fence to obtain a clear zone nay not be feasible or cost

effective. Sone alternatives
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to extending the clear zone would be increasing the height of the
perinmeter fence, extending outriggers, installing double outriggers, and
in sonme cases installing concertina or general purpose barbed tape
obstacle to conpensate for the close proximty of aids to conceal nent or
access. Were property owners do not object, the area just outside the
fence should be cleared to preclude conceal nent of a person. Al fencing
will be kept clear of visual obstructions such as vines, shrubs, tree
linmbs, etc., which could provide conceal nent for an intruder

5. Inspections of clear zones should be incorporated with inspections of
perinmeter barriers to ensure an unrestricted view of the barrier and
adj acent ground.

6. In addition to security, clear zones also provide the safety feature
of a 50-foot wi de firebreak between the activity areas, structures or
storage facilities and adjoining areas. It is especially inmportant to

mai ntai n cl ear zones during periods of high fire risk

7. Commands must ensure that clear zone requirenments are addressed in
M LCON and renovation projects as outlined in Antiterrorisn Force
Protection orders and directives.

5009. PATRO. ROADS. When the patrolled perineter barrier encloses a
large area (a large area is considered one square nmle or greater), an
interior perineter road in all areas not affected by inpassable terrain
features must be provided for use of security patrols.

5010. PERI METER OPENINGS. Openings in the perineter barrier will be kept
to the mnimum necessary for the safe and efficient operation of the
activity. Openings shall be constantly | ocked, guarded by the security
force or otherwi se secured to prevent unauthorized entry or exit. Wen

| ocked and not under constant surveillance, the |ocking device used shal
provi de the same degree of security as the perinmeter barrier
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5011. GATES

1. Number and Location. Gates will be linmted to the nunber consistent
with efficient operations. Such factors as the centers of activity and
personnel and vehicular traffic flow inside and outside the area should be
considered in locating gates. Alternative gates, which are closed except
during peak nmovenent hours, nay be provided so that heavy traffic flow can
be expedited. \Wen open or operating, all gates will be under security
force control. They will provide protection equivalent to the fences or
barriers of which they are a part when not in use. These gates will be

| ocked to forman integral part of the fence when closed.

2. Inspection. Wen not in active use and controlled by a guard, gates,
turnstiles and doors in the perinmeter barrier will be | ocked and
frequently inspected by security patrols. Locks will be rotated at | east
annually. Security for the keys and conbinations to | ocks on these gates
is the responsibility of the key control officer or key custodian, as
determ ned by the commandi ng of ficer

3. Pedestrian Gates. Pedestrian gates and turnstiles will be designed so
that only one person may approach the guard at a tine. Sone gates may be
cl osed between rush hours. \Were possible, pedestrian and vehicul ar gates
shoul d be clearly separat ed.

4. Vehicular Gates. Vehicular gates when physically practical w 11 be
set well back fromany public highway in order that tenporary del ays
caused by identification control checks at the gate will not cause traffic
hazards. There will also be sufficient space at the gate to allow for
spot checks, inspections, searches and tenporary parking of vehicles

wi t hout inpeding the flow of traffic.

5012. DOORS, W NDOWS, SKYLIGHTS, AND OTHER OPENI NGS. Buil di ng exterior
doors will provide protection conmensurate with the requirenent for proper
protection of the assets accessible through those doors. Unless the

wi dt h-to-height ratio absolutely elimnates the physical possibility of

i ntruder
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entry, openings will be protected by securely fastened 9 gauge w re nesh,
framed and pernanently bolted to the structure. Such openings are al so
consi dered i naccessible to personnel when they are 18 feet or nore above
ground | evel and 14 feet or nore distant from buil di ngs, structures, etc.
outside the perineter. Protective screens have the additional val ue of
preventing projectiles such as rocks, hand grenades, bonbs and

i ncendi aries frombeing hurled through the wi ndows from outside the
perimeter. Hinges to all doors will be |ocated on the interior of the
door. In locations where the hinge pin is exposed to the exterior, hinges
wi |l be peened, spot wel ded, or equipped with a hinge secure pin.

5013. SEVERS, CULVERTS, AND OTHER UTILITY OPENI NGS. Unless the w dth-to-
hei ght ratio absolutely elimnates the physical possibility of intruder
entry (for exanple, one inch by 6 inches) all utility openings which
penetrate the perinmeter or restricted area barrier will be protected

agai nst surreptitious entry. Protection of these opening may be
acconpl i shed by securely fastened bars, grills, |ocked nanhol e covers or
ot her equival ent nmeans whi ch provide security commensurate with that of
the perineter or restricted area barrier. Bars and grills across

cul verts, sewers, stormsewers, etc., create a hazard and are susceptible
to clogging. This hazard nust be considered during construction planning.
Al drains/sewers will be designed to permit rapid clearing or renoval of
grating when required. Renovable grates will be |ocked in place.

5014. UTILITY POLES, SIGNBOARDS, AND TREES. Uility poles, signboards,
trees, etc., located outside of and within 15 feet of the perineter
barrier of the activity, present a possible assistance to entry. To
reduce this possibility, the perinmeter barrier will be staggered to

i ncrease the distance to nore than 20 feet and rmay be hei ghtened to the
extent necessary to prevent entry. Oherw se, the hazard nust be renoved.
Shoul d these utility poles, signboards, trees, etc., also obstruct the
visibility of the guards, they nust be at |east 20 feet outside the
perimeter barriers.
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CHAPTER 6
PROTECTI VE LI GHTI NG

6000. GENERAL. Protective, or security, lighting is an integral part of
both the command security and safety posture. This lighting provides a
continui ng degree of security conmensurate with that during daylight
hours. It increases the effectiveness of security forces performng their
duties and has considerable value as a deterrent to crinmnal activity.
Requi renents for protective lighting at an activity are determ ned by the
asset(s)/area(s) to be protected, facility layout, terrain, and weather
conditions. 1In the interest of finding the best possible mx between
resource allocation, financial commtnent, and effective security, each
situation nust be carefully studied. The overall goal is to provide the
proper environment to performduties such as identification of badges and
personnel at gates, inspection of unusual or suspicious circunstances,
etc. Wiere lighting is inpractical, additional conpensating neasures nust
be instituted.

6001. GENERAL PRINCI PLES AND GUI DELI NES. Paragraph 4.3 of reference (0)
provi des general principles and guidelines for exterior protective
(security) lighting. These guidelines, including Table 25 (Lighting
Specification (Foot Candles)), and Table 26 (Illum nated Area

Speci fication) should be applied by activities when deterni ning protective
lighting requirements. When protective lighting is installed and used,
the followi ng basic principles, in addition to those provided in reference
(0) should al so be appli ed:

1. Provide adequate illum nation or conpensating neasures to discourage
or detect attenpts to enter restricted areas and to reveal the presence of
unaut hori zed persons within such areas.

2. Avoid glare which handi caps security force personne
or is objectionable to air, rail, highway or navi gabl e water
traffic or occupants of adjacent properties.

3. Locate light sources so that illumnation is directed
toward |ikely avenues of approach and provides relative darkness
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for patrol roads, paths and posts. To mninize exposure of security force
personnel, lighting at entry points will be directed at the gate and the
guard shall be in the shadows. This type of lighting technique is often
call ed glare projection (see paragraph 6002. 1a).

4. Illum nate shadowed areas caused by structures within or adjacent to
restricted areas.

5. Design the systemto provide overlapping light distribution. Equi pnent
sel ection should be designed to resist the effects of environnenta
conditions, and all conponents of the system should be |ocated to provide
maxi mum prot ecti on agai nst intentional damage.

6. Avoid drawi ng unwanted attention to restricted areas.

7. During planning stages, consideration should be given to future

requi renents of CCTV and recognition factors involved in selection of the
type of lighting to be installed. Were color recognition will be a
factor, full spectrum (high pressure sodium vapor, etc.) lighting vice
singl e col or should be used.

8. Choose lights that illum nate the ground or water but
not the air above. These lights nmust penetrate fog and rain.

6002. TYPES OF PROTECTI VE LI GHTI NG SYSTEMS

1. Continuous. The nbst comon protective |ighting

systemis a series of fixed lights arranged to flood a given area
continuously with overl apping cones of light. The two primary nethods of
enpl oyi ng continuous lighting are glare projection and controlled
l'ighting.

a. Gare Projection Lighting. This systemuses lights slightly
inside a security perimeter and directed outward. This nethod is usefu
where the glare of lights directed across surrounding territory wll
nei ther annoy nor interfere with adjacent operations. It is a deterrent
to potential intruders because it nmakes it difficult to see inside the
area being
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protected. It also protects security personnel by keeping themin
conparati ve darkness and enabling themto observe intruders at a
consi derabl e di stance beyond the perineter

b. Controlled Lighting. Best used when it is necessary to limt the
width of the lighted strip outside the perinmeter because of adjoining
property or nearby highways, railways, navigable water or airports. The
width of the lighted strip can be controlled and adjusted to fit a
particul ar need such as illumnation of a wide strip inside a fence. Care
shoul d be taken to minimze or elimnate silhouetting or illumnating
security personnel on patrol

2. Standby Lighting. A standby systemdiffers from continuous |ighting
inthat its intent is to create an inpression of activity. The lights are
not continuously lighted, but are either automatically or manually turned
on randomy or when suspicious activity is detected or suspected by
security personnel or ESS. Lanps with short restart tines are essentia

if this technique is chosen. This technique rmay offer significant
deterrent value while also offering econony in power consunption

3. Myvable Lighting. A system (stationary or portable) consisting of
nmovabl e manual |y operated searchlights which may be |ighted during hours
of darkness or as needed. This systemis normally used to suppl enent
conti nuous or standby |ighting.

4. Enmergency Lighting. May duplicate any or all of the above
systenms. Its use is limted to tinmes of power failure or other
energenci es which render the nornal systeminoperative. It depends on
alternative power sources, such as installed or portable generators or
batteri es.

6003. PROTECTI VE LI GHTI NG PARAMETERS. It is not the intent of this
Manual to prescribe specific protective lighting requirenments. Except for
m ni mum st andar ds descri bed in paragraph 6004, the comrandi ng of fi cer rmnust
deci de what other areas or assets to illumnate and how to do it. This
deci si on nust be based upon the follow ng:
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1. Relative value of itens being protected.

2. Significance of the itens being protected in relation to the activity
mssion and its role in the overall national defense structure.

3. Availability of security forces to patrol and observe
illum nated areas.

4. Availability of fiscal resources (procurenent, installation, and
mai nt enance costs).

5. Energy conservati on.

6004. M N MUM STANDARDS

1. Unpatrollable fence lines, water boundaries and simlar areas need not
be illum nated. Were these areas are patrolled, sufficient illum nation
shoul d be provided to assist the security force in preventing intrusion

2. Vehicular and pedestrian gates used for routine ingress and egress
will be sufficiently illumnated to facilitate personnel identification
and access control .

3. Exterior building doors will be provided with Iighting to enable the
security force to observe an intruder seeking access.

4. Airfields, aircraft, petroleum storage areas, and other nission
critical areas will be provided with sufficient illumnation for the
security force to detect, observe and apprehend intruders.

5. Protective lighting will be checked weekly by the security force to
ensure all lights are operational

6005. EMERGENCY PONER. Restricted areas with protective lighting should
have an energency power source located within the restricted area and
provi sions nust be nade to ensure imedi ate availability of energency
power in the event of
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pri mary power source failure. The energency power source shall be
adequate to sustain security lighting and communi cati ons requirenments and
ot her essential services. Energency power sources should start
automatically. Battery-powered |ights and essential conmunications shoul d
be available at all times at key locations within the restricted area in
the event of conplete failure of primary and emergency sources of power.
Emer gency power systens will be tested quarterly and the results will be
recorded/ | ogged and maintained for a period of three years.

6006. PROTECTION - CONTROLS AND SW TCHES. Controls and sw tches for
protective lighting systens will be inside the protected area and | ocked
or guarded at all tinmes. An alternative is to have controls in a centra

| ocation simlar to or as a part of the systemused in intrusion detection
alarmcentral nonitoring stations. High inpact plastic shields may be
installed over lights to prevent destruction by stones, air rifles, etc.
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CHAPTER 7
ELECTRONI C SECURI TY SYSTEMS ( ESS)

7000. | NTRODUCTION. Electronic Security Systens are an essential el enent
of any in-depth physical security program ESS consist of sensors capable
of detecting one or nore types of phenonena, signal nedia, and energy
sources for signaling the entry or attenpted entry into the protected
area. The design, inplenentation, and operation of ESS nmust contribute to
the overall physical security posture and the attai nment of security
objectives. ESS is designed to detect, not prevent actual or attenpted
penetrati ons.

7001. GENERAL. Electronic security systens are used to acconplish the
fol | owi ng:

1. Permt nore econonmical and efficient use of security personnel through
the enpl oynent of nobile responding security forces instead of fixed guard
posts and/or patrols.

2. Provide additional controls at critical areas or points.
3. Enhance the security force capability to detect and defeat intruders.

4. Provide the earliest practical warning to security forces of any
attenpted penetration of protected areas.

7002. ESS DETERM NATI ON FACTORS. For those facilities requiring ESS,
speci fic regul atory gui dance has been provided. In addition to regul atory
gui dance, the follow ng factors nust be addressed to determ ne the
necessity for installation of ESS:

1. M ssion.
2. Criticality.

3. Threat.
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4. Geographic location of the installation or facility and | ocation of
facilities to be protected within each activity or installation

5. Accessibility to intruders.

6. Availability of other fornms of protection
7. Life cycle costs of the system

8. Construction of the building or facility.
9. Hours of operation.

10. Availability of a security force and expected response tinme to an
al arm acti vati on.

7003. ESS PALICY

1. The Marine Corps ESS (MCESS) program was established to ensure that

all Marine Corps ESS is standardi zed. Marine Corps installations have
standard ESS ternminating at the installation PMO alarm control center
(ACC). The purpose is to serve as the foundation for subsequent ESS
procured by CMC(PCS) or installations. Prior to the advent of MCESS

bases were required to fund and install ESS at its critical facilities and
costs often exceeded the resources available. Critical facilities either
had substandard ESS or | acked ESS altogether. Additionally, a diversity
of systenms used created operational and nai ntenance probl ens.

2. Under MCESS, CMC(PCS) is the program manager for ESS and

oversees the funding, procurenent, installation, and mai ntenance of ESS.
The focal point for the operation of these systens is the installation
provost marshal. These systens may not be nodified in any way w t hout
prior CMC(POS) approval. Mdification to the systens nust be approved by
CMC(POS) and the MCESS Techni cal Support Agency (TSA)

3. Access codes for manager |evel access to Marine Corps ESS will be
restricted to site representatives only.
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4. Site representatives will be the only personnel allowed to nmake
notification, of a trouble nature, to the MCESS TSA

5. CMC (POS) has the responsibility for managi ng the ESS programfor the
Marine Corps. All arnories, nmagazines, and flightlines in the Marine
Corps are serviced by a single alarmtype. Any comercial alarm systens
procured that will annunciate at, or be nonitored by PMOw Il be
conpatible with the AA&E/ Flightline ESS. This will elinmnate the
proliferation of alarmsystemtypes currently installed at PMO

a. HQMC (POS) is responsible for funding ESS installation for AA&RE
and flightline security applications. Any other ESS security projects
will be funded by the command/installation. Installations may continue to
use current alarm systens. When these systens reach the end of life
cycle, they will be replaced with AA&E/flightline conpatible systens.

b. In procuring these non-AA&E/flightline systens, installations may,
when using | ocal funding, elect to have the Mari ne Corps ESS TSA instal
said system or they may elect to use a contractor of their choice. To
mai ntain systemintegrity, however, final installation to the PMO
annuci ator will be acconplished/ supervised by engi neers and technicians
fromthe Marine Corps ESS TSA

c. ESSinstalled at less critical facilities (i.e., exchange,
commi ssary) and civilian agencies (banks, credit unions) aboard the
installation nmay or may not be part of the MCESS Program Therefore,
i nstallation conmanders are responsi ble for coordinating the procurenent,
installation, and mai ntenance of ESS at such facilities.

d. In cases where the installation/organization commander determ nes
that an ESS systemwi ||l annunciate at the PMO, these systens will be
conpatible with MCESS. Costs of installation will be borne by the command
or responsi bl e agency.

e. MCESS technical support may be arranged for installation
and mai ntenance. Wth prior CMC(POS) approval, |ocal contractors may
install and maintain the system provided that
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the system and conponents are conpatible with MCESS. Conpatibility nust
be certified by the MCESS TSA prior to the integration/connection to
MCESS. Additionally, the MCESS TSA nust approve the mai ntenance pl an
submitted by the contractor. Conpatibility review costs will be borne by
the installation.

c. ESS not conpatible with MCESS systenms will not annunciate at PMO
and do not require approval from CMC(POS). These systens will annunciate
at an off base location with personnel who notify installation mlitary
police of an alarm These systens do not require coordination with MCESS
TSA

d. Alarmcontrol centers will be nonitored 24 hours a day, with a
response force capable of responding to all alarns within 15 m nutes. The
systemw || provide an audible and visual alarmidentifying the affected
area. ACC areas will be designated as restricted areas and will be
properly protected, with controlled access. Were practical, alarm
consol es and central dispatching will be consolidated. New construction
will include ballistic protection

e. Adaily log will be maintained of all alarns, to include

the location and tinme received, nature of the alarm (fal se, actual

equi pnent failure), and the response made. Logs will be nmintained for a
period of one year and will be reviewed to identify and correct trends,
reliability problenms, and/or equi pnent fail ures.

6. Regardless of whether or not ESS is part of the MCESS Program or
funded locally, the followi ng requirenents apply to ESS used at
installations:

a. |If conputerized ESS is used, it will be safeguarded agai nst
tanpering by the operator. Supervisory personnel will regul ate operator
access | evels.

b. Alarmtransnission |ines between the protected area and nonitoring
units will be protected by physical neasures and/or electronic |ine
supervi sion systens. These systens protect against signal cutting,
shorting, tanpering, splicing, or data substitution
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c. ESS will have an emergency power source to ensure the systems
conti nuous operation. This power source will be provided by an
uni nterrupted energency generator or battery source. Batteries shall have
the capacity to nmintain proper operation of the system under norma
conditions for a m nimum of four hours.

d. Keyswitches, controllers, or other nechanisns used to activate and
deactivate the ESS will be installed inside the protected area whenever
possi bl e. Conponents nmounted on the exterior will be provided additiona
protection with a |locking assenbly, or outfitted with an anti-tanper
device. Alarmactivation delay devices are installed in order to all ow
sufficient time for personnel to exit the area after the system has been
activated.

e. ESS equi pnent housing will be equi pped with anti-tanper devices
that will initiate an alarmsignal. The anti-tanper device will be in
conti nuous operation regardless of the ESS node of operation

f. All sensors, transmitters, transponders, control units
and ot her ESS conponents associated with an alarnmed facility will be
physically located within the protected area whenever possible.
Components nounted on the exterior will be provided additional protection
with a |locking assenbly, or outfitted with an anti-tanper device.

7004. TYPES OF SYSTEMS

1. Local Alarm Local alarns actuate a visible and/ or audi bl e signal
usually | ocated on the exterior of the facility. Alarmtransm ssion |ines
do not leave the facility. Response is generated fromsecurity forces
located in the i Mmediate area. Wthout security forces in the area,
response may only be generated upon report froma person(s) passing
through the area or during security checks. Maintenance is conducted
through a civilian agency.

2. Central Station. Central station systemsignals are
transmtted to and annunciate in an i ndependent nonitoring
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station that records activations and maintains the on site equipnent. The
monitoring station is usually managed through a civilian firmwth
operators and guards/response forces avail able on a 24-hour basis.
Connection to the station is prinmarily over |eased tel ephone |ines.

Central station nonitoring requires a contract, which may include a

| ease/ purchase clause with the civilian agency. The contract should al so
i ncl ude mai ntenance support.

3. Police Connection. Police connection systens are transnitted to and
annunci ate at a local police agency dispatch center that records
activations. Police personnel respond to activations. A fornmal agreenent
with the police departnment is required to ensure nonitoring and response
requi renents. Mintenance of the systemis conducted through a civilian
agency.

4. Proprietary ESS Station. Proprietary ESS stations currently exist on
and are the prescribed ESS for Marine Corps installations. The MCESS
proprietary station incorporates both the central station and police
connection concept. Alarmed facilities aboard installations are connected
to an ACCthat is nonitored 24 hours a day by mlitary police and in somne
cases, civilian enployees. Mlitary police are the prinary response force
however, in some cases personnel assigned duties as interior guard may be
assigned as the response force. Mintenance for the proprietary Marine
Corps ESS systemis conducted by the TSA and is coordinated with the
installation provost narshal

7005. MAI NTENANCE. Proper naintenance of an ESS is inperative. Systens
not properly maintained may fail to detect intrusion and may yield a high
nunber of false/nuisance alarns. Such alarnms cause security forces to
lose faith in the systemand nmay result in activations being ignored.

Mai nt enance requirenents will be established per the manufacturer. At a
mnimum all ESS systems will receive seni-annual preventive naintenance
service. Al perforned nmaintenance will be recorded and records wll be
mai ntai ned for a period of one year. Additionally:

1. Follow reconmendations of equi pment nmanufacturers and installers.
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2. Consider actual experience with systens install ed.

3. Comply with nore stringent criteria in other security directives
when they apply.

4, Testing. Al ESS will be tested at |l east quarterly to ensure

systens are functional. |In the conduct of these tests, all individua
sensors will be tested to determ ne the continued adequacy of their
application. Tests will include an interruption of the AC power source to

ensure proper transfer to alternate power sources in order to determn ne
functionality of the source. Test results will be retained for a period
of one year. For perineter and exterior ESS, randomy sel ected zones
shoul d be tested daily. Depending on the type of sensor, such alarm
activations could include touching the fence, wal king or running over
protected ground, or passing through a sensor beam

7006. TRAINING Personnel, who operate, perform basic troubl eshooting,
mai nt enance, or repairs of ESS will be trained by certified personnel

1. Marine Corps site representatives will possess MOS 5814.

2. Site representatives are the only personnel authorized to perform
basi ¢ troubl eshooting and first echel on nai ntenance, and will be trained
and certified by the Marine Corps contracted ESS TSA in basic

troubl eshooting and first echel on mai ntenance. First echel on nai nt enance
wi Il be defined by CMZ(POS).

7007. MARINE FORCES RESERVE. Because the facilities used by the reserve
conmponent are both uni que and usually geographically separated from Mari ne
Corps installations, the policies contained in this Manual cannot be
strictly applied. Therefore, the Commander Marine Forces Reserve will

i ncorporate the policies of this Manual where applicable. In all other
cases, the spirit and intent of this Manual will be adhered to wherever
possi ble. For Marine Corps Reserve Centers, where there is no governnent
response force avail able, the system may be police connection or centra
station. Tel ephone answering services will not be utilized. Al
requirenents for clarification will be addressed to CMC (PQS).
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APPENDI X A
DEFI NI TI ONS
For the purpose of this manual, the follow ng definitions apply:
a. Administrative Vehicle Inspection. A cursory inspection of the
contents of a vehicle with full consent of the operator or owner
Administrative inspections are conducted with prior witten authorization

and direction by the installation or activity commandi ng officer as to the
nmet hods and procedures to be enpl oyed.

b. Antiterrorism Defensive neasures used by the United States
Marine Corps to reduce the vulnerability of individuals and property to
terrorist acts, to include limted response and contai nnent by | oca
mlitary forces.

c. Armed Guard. A person equipped with a firearmand amunition
whose primary function is to protect property and who has received
training in accordance with reference (I) and qualified with the firearm
in accordance with reference (m.

d. Auxiliary Security Force (ASF). A local, non-deploying mlitary
asset derived fromhost and tenant comrands. The ASF is used to augnent
the installation Provost Marshal O fice (PMO during increased threat
conditions. The auxiliary security force may fall under the control of
the Provost Marshal or an officer designated by the Comrandi ng Oficer

e. Commanding Oficer. The term conmanding of ficer used throughout
this Manual refers to, yet is not limted to, installation comandi ng
general s and commandi ng officers, organization officers and officers in
char ge.

f. Counterterrorism O fensive neasures taken to prevent, deter, and
respond to terrorism

g. Espionage. Acts directed toward the acquisition of infornmation
t hrough cl andesti ne operati ons.
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h. Exception. A witten, approved long-term (36 nonths or |onger) or
per manent devi ation froma specific provision of this nmanual

i. Force Protection. Security prograns designed to protect Service
menbers, civilian enployees, famly nenbers, facilities, and equi pnent in
all locations and situations, acconplished through the planned and
i ntegrated application of conbating terrorism physical security,
operations security, personal protective services, and supported by
intelligence, counterintelligence, and other security prograns.

j. Hogh-Risk Billet. Personnel billet external to the Marine Corps
(such as UN observer, counterintelligence, or simlar duties) that exists
in a designated country. This billet nay nake personnel filling it an
especially attractive or accessible terrorist target.

k. High-Ri sk Personnel. US. personnel and their fam |y nenbers
whose assignnment or symnbolic value nay nake them especially attractive or
accessible terrorists target.

|. Hogh-Risk Target. U S. material resources and facilities, because
of mission sensitivity, ease of access, isolation, and synbolic val ue, may
be especially attractive accessible terrorist targets.

m Loss Prevention. Part of an overall command security program
dealing with resources, neasures and tactics devoted to care and
protection of property on an installation. It includes identifying and
reporting mssing, lost, stolen, or recovered (M.SR) government property.
Loss prevention requires devel oping trend anal yses to plan and i npl ement
reactive and pro-active | oss preventi on neasures.

n. Physical Security. That part of security concerned with physica
nmeasur es designed to safeguard personnel, prevent unauthorized access to
equi pnent, facilities, material, conputer nedia, and docunents.
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0. Physical Security Program Part of the overall security posture
at an activity including policy and resources conmtted to safeguard
personnel, protect property, and prevent |osses. Physical security is
further concerned with nmeans and neasures designed to achieve force
protection and anti-terrorism readi ness.

p. Physical Security lInspection. An exami nation of the physica
security progranms of an organization to deternine conpliance with physica
security policy. Physical security inspections are nornmally conducted by
the Inspector General of the Marine Corps (1GWC) or as part of the command
i nspection program and should not be confused with annual physica
security surveys as discussed below. Commanding officers will establish
| ocal physical security inspection progranms for their subordinate
conmands.

g. Physical Security Survey. A specific on-site exam nation of any
facility or activity conducted by a trained physical security speciali st
(MOS 5814) to identify security weaknesses and recomend corrective
neasur es.

r. Sabotage. An act or acts with intent to injure, interfere with,
or obstruct the national defense of a country by willfully injuring or
destroying, or attenpting to injure or destroy, any national defense or
war material, premses or utilities, to include human and natura
resources. For crines of sabotage see Title 18, United States Code,
Sections 2151-2157.

S. Special Reaction Team An elenent of the PMO organi zed, trained
and equi pped to provide rapid arned response to critical incidents beyond
the normal capability of the mlitary police.

t. Terrorism The cal cul ated use of violence or threat of violence
to inculcate fear; intended to coerce or to intimdate governnments or
societies in the pursuit of goals that are generally political, religious,
or ideol ogical.

u. Waiver. A witten tenporary relief, nornally for a period of one
year, from specific standards inposed by
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this Manual, pending actions or acconplishnment of actions which w 1l

result in conformance with the standards. Interimconpensatory security
measures are required.
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APPENDI X B

** CLASSI FI CATI ON* *

PHYSI CAL SECURI TY PLAN
Activity: Dat e:
1. Purpose. State the purpose of the plan.
2. Ceneral. Mssion and size of the installation, average popul ati on of
Marines and famly nenbers, overall daily population including civilian
per sonnel .
3. Area Security. ldentify overall size of the installation, to include
i nhabited and uni nhabited areas. Identify restricted and non-restricted
areas, buildings, and other structures considered critical. Provide

requi renments for resource protection and established priorities for their
protection.

4. Control Measures. Detail established restrictions on ingress/egress
into critical areas (e.g., guards, badge systens, etc.) in accordance with
appl i cabl e orders.

a. Access Control

(1) Installation access control requirenents.
(a) I ndividual
1) Mlitary personnel.
2) Family nenbers.
3) CGvilian Enpl oyees.
4) Mai nt enance personnel
5) Contractor personnel.
6) Vendors.

** CLASSI FI CATI ON**
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** CLASSI FI CATI ON* *
(b) Vehicle. (Registration, including state
and/ or host country. Policy on
adm ni strative inspection of mlitary and
privately owned vehi cl es.

(2) Restricted and non-restricted areas.

(a) Restricted area access requirenents for
i ndi vi dual s:

1) Mlitary personnel
2) Family nenbers.

3) CGvilians.

4) Mai nt enance.

5) Contractors.

6) Vendors.

(b) Restricted area access requirenents for
vehi cl es:

1) Mlitary and governnment owned vehi cl es.
2) Privately owned vehicles.

3) Enmergency vehicles.

4) Taxi s, buses, etc.

b. Mterial Contro

(1) I nbound
(a) Requirenents for admi ssion of naterial and supplies.

** CLASSI FI CATI ONF*
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** CLASSI FI CATI ON**

(b) Search and inspection of material for
possi bl e sabotage/terrori st hazards.

(c) Special controls on delivery of supplies
and/ or personnel shiprments in restricted
ar eas.

(d) Established controlled holding areas and
safe havens for classified, AA&E, and
hazardous materi al .

(2) CQutbound

(a) Required docunentation.

(b) Transfer areas for controlled, classified,
AAGE, and hazardous material.

5. Aids to security

a. Protective barriers

(1) Natural.
(2) Ceneral.
(a) Fencing.
1) dear zone requirenents.
2) Mai nt enance.
3) Perineter ingress/egress points (gates).

4) Gat ehouses. (Location, hours of
operation, construction)

(3) Specific barriers.

** CLASSI FI CATI ON**
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** CLASSI FI CATI ON**
(a) Stationary
1) Type.
2) Current placenent.
3) Mai ntenance requirenents.
(b) Mobile
1) Type.
2) Current placenent and/or staging area.
3) Depl oynent schedul e.
4) Support requirenents for deploynent.

5) Mai nt enance requirenents.

Protective Lighting

(a)
(b)
(¢)
(d)
(e)

Pl acement .
Mai nt enance.
Power failure contingency plan.
Uni nt errupt ed Power Sources.
Emer gency Lighting systens.
1) Stationary.
2) Mobile.
a) Staging Area.
b) Mai nt enance requirenents.

** CLASSI FI CATI ONF*
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** CLASSI FI CATI ON**
c) Depl oynment schedul e.
d) Support requirenents for deploynent.

c. Electronic Security Systens

(1) Alarm Control Center.

(2) Use and nonitoring.

(3) Alarm response policy.

(4) Alarmresponse drills.

(5) Training requirenents.

(6) Component testing requirenents.
(7) Component testing schedul e.

(8) Maintenance responsibilities.
(9) Power failure contingency plan.
(10) Uninterrupted power sources.

Security Forces

a. Table of organization.
b. Tour of duty.
c. Posts.
(1) Stationary.
(2) Mobile.
d. Available resources (e.g., SRT, MAD, CID, Auxiliary.)

** CLASSI FI CATI ONF*
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** CLASSI FI CATI ONF*

Equi prent .

(1)

(2)
(3)

Weapons.
(a) Training.
(b) Qualification requirenents.

Vehi cl es.

Support Equi prent (hand irons, flashlight.)

Comuni cat i ons.

(1)
(2)
(3)
(4)
(5)
(6)

Monitoring | ocation.

Aut hori zed users.

Aut hori zed frequenci es.

Shared frequenci es.

Mobi |l e Assets (vehicle & portable.)
Location of support equi pnent (repeaters,

** CLASSI FI CATI ON**

etc.)
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APPENDI X C

PHYSICAL SECURITY THREAT MATRIX

THREAT TYPE

THREAT DESCRIPTION

THREAT EXAMPLE

MAXIMUM

INDIVIDUAL IN
ORGANIZED AND TRAINED GROUPS ALONE
OR WITH ASSISTANCE FROM AN
INSIDER; SKILLED
ARMED AND EQUIPPED INTRUDERS WITH
PENETRATION AIDS

TERRORISTS AND SPECIAL PURPOSE FORCE;
HIGHLY TRAINED INTELLIGENCE AGENTS

ADVANCED

INDIVIDUAL(S)
WORKING ALONE OR IN COLLUSION WITH
AN INSIDER; SKILLED OR SEMISKILLED
WITHOUT PENETRATION AIDS

HIGHLY ORGANIZED CRIMINAL ELEMENTS;
TERRORISTS OR PARAMILITARY FORCES;
FOREIGN
INTELLIGENCE AGENTS WITH ACCESS

INTERMEDIATE

INDIVIDUAL(S) OR
INSIDER(S) WORKING ALONE OR IN
SMALL GROUPS; SOME KNOWLEDGE OR
FAMILIARITY OF SECURITY SYSTEM

CAREER CRIMINALS; ORGANIZED CRIME;
WHITE COLLAR CRIMINALS; ACTIVE
DEMONSTRATORS; COVERT INTELLIGANCE
COLLECTORS; SOME TERRORIST GROUPS

INDIVIDUAL({S) OR INSIDERS WORKING
ALONE OR IN A SMALL GROUP

CASUAL INTRUDERS; PILFERERS AND
THIEVES; OVERT INTELLIGENCE COLLECTORS;
PASSIVE DEMONSTRATORS

DOD ASSET PRIORITIZATION

SECURITY SYSTEM ASSET ASSET
LEVEL DEFINITION EXAMPLE
NUCLEAR AND CHEMICAL WEAPONS AND
ALERT/MATED DELIVERY SYSTEMS
A

INTEGRATED ELECTRONIC SECURITY SYTEMS,
ENTRY AND CIRCULATION CONTROL, BARRIER
SYSTEMS, ACCESS DELAY AND DENIAL
SYSTEMS, DEDICATED SECURITY FORCES,
DESIGNATED IMMEDIATE RESPONSE
FORCES

THE UNITED STATES

THE LOSS, THEFT, DESTRUCTION
OR MISUSE OF THIS RESOURCE
WILL RESULT IN GREAT HARM TO
THE STRATEGIC CAPABILITY OF

CRITICAL COMMAND,CONTROL,
COMMUNICATIONS FACILITIES AND
SYSTEMS

CRITICAL INTELLIGENCE GATHERING
FACILITIES AND SYSTEMS

PRESIDENTIAL TRANSPORT SYSTEMS
NUCLEAR REACTORS AND CATEGORY I AND
II
SPECIAL NUCLEAR MATERIALS

RESEARCH, DEVELOPMENT, AND TEST
ASSETS
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APPENDI X D

| NSTRUCTI ONS FOR PREPARATI ON_AND
DI STRI BUTI ON OF PHYSI CAL SECURI TY SURVEY

1. CGENERAL. The following instructions are intended to
provi de gui dance for the uniform preparation and distribution of physica
security surveys.

2. BLOCK PREPARATI ON | NSTRUCTI ONS. Each bl ock appearing in the United States
Marine Corps Physical Security/Crinme Prevention Survey (NAVMC

11121), identifies, controls and records each survey and therefore will be
filled in conpletely. A NAVMC 11121 exanple is located on PAGE D-7. The

bl ocks listed below identify required information. Provided exanples are

not all inclusive.

Block 1 - Date. This block is conpleted on the date of
final typing and should be entered as follows: day, nonth and year

Block 2 - Status. Conpleted

Bl ock 3 - Survey Control Nunmber. This block contains the control date of
the survey, identification of the organi zation (Mnitored Comand Code
(MCC)) conducting the survey, survey nunber, and project code identifier
(Physical Security (PS), Crinme Prevention (CP), Marine Activity (MA), Navy
Activity (NA), etc.). (Exanple: 3AUGR0-008-0001- PSVA)

Block 4 - Inspecting Unit. The provost narshal’s office preparing the
physi cal security/crine prevention survey. (Exanple: Provost Marsha
O fice, Marine Corps Base Quantico, VA)

Block 5 - Requesting Unit. This block contains the title of the
commandi ng of ficer of the organization requesting the survey.

(Exampl e:  Conmandi ng Officer, Headquarters and Service Battalion, Mrine
Cor ps Base, Quantico, VA)

D1
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Bl ock 6 - Organi zation and Address of Unit | nspected/
Surveyed. Organization, activity or area to be surveyed; (Exanple: H&S
Battalion Arnmory, Bldg 2171, MCB Quantico, VA)

Block 7 - Distribution. An original and one copy will be
typed and di ssem nated as foll ows:

a. Oiginal - Commanding O ficer of activity surveyed.
b. File - Local installation provost narshal office.

Bl ock 8 - Type of Survey. Surveys will be titled "Physical
Security."

Block 9 - References. List all references.

Bl ock 10 - Basis for Survey. (Exanple: As set forth in references (a) and
(b), the provost narshal directed that a physical security survey be
conducted (date, building, unit/activity, and base/station.) Contact was
made with (grade, name, and title) and a survey was initiated.)

Bl ock 11 - Synopsis of Survey. This is a sunmation of

deficiencies identified during the survey and will serve as the basis for
prioritizing corrective action should be acconplished. This block nay

al so be used to provide recomended acti ons.

(Exampl e:  The followi ng deficiencies were identified during the course of
the survey and require corrective action

1. The intrusion detection systemhas no energency backup power.

Block 12 - Data Affecting the Survey Site. This includes a canvass of

| ocal provost marshal office crine analysis records affecting the survey
site and surrounding area. (Exanple: The follow ng crines have been
reported in the vicinity of Bldg. 25 during the previous 12 nonth peri od:
(3) Larceny of Private Property.)

Block 13 - Building and Area. ldentify the building by nunber and type of
construction (stories and type of nmaterial) and | ocation (describe
surroundi ng area, industrial, business,
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residential, barracks, etc., and location in relation to the
installation). (Exanple: Building 2111 is a three-story buil ding
constructed of brick veneer. The building is located in a business
section in the southwest area of the installation.)

Bl ock 14 - Physical Security Barriers. Address each
category separately and fully.

1. Wills - Describe material, type of construction, and any deficiencies.
(Exanmpl e: Exterior walls for the facility are constructed of eight-inch
mortar reinforced brick. Interior walls are constructed of plaster
mount ed on netal studs.)

2. Doors - Describe nunber, material, type of construction, and any
deficiencies. (Example: There are five doors in the exterior walls of
this facility. The nain entrance exit door is constructed of 1-3/4 inch
holl ow netal secured to the walls in a nmetal frane, hinge pins are |ocated
on the interior of the door. (describe |ocking devices in Block 15,
section d)).

3. Floor - Describe material, type of construction, and any deficiencies.
(Exampl e:  The floor of this facility is constructed of an eight inch
poured concrete pad.)

4. Ceiling/Roof - Describe material, type of construction, and any
deficiencies. (Example: The ceiling of the facility is constructed of
metal | beans with an exterior covering of tar and gravel.)

5. Wndows/ G her Openings - Describe nunber, material, type of
construction, and any deficiencies. (Exanple: There are sixteen w ndows
in the exterior walls of the facility. The wi ndows are constructed of
standard pane glass in wood franes, secured to the walls in netal franes
(describe | ocking devices in Block 15, section d)).

6. Natural - Describe and indicate whether there are natural barriers.

Bl ock 15 - Physical Security Aids, Equipnent and Devi ces.
These itens provide protection in relationship to the
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sensitivity of the property being protected. Address each category
separately.

1. Lighting (Exterior/Interior) - Describe type, location (exterior

|l ocation in relation to the facility), nmount type, and any deficiencies.
Include a night Iight survey. (Exanple: There is an incandescent |ight
fixture |l ocated above the nmain entrance/exit door. There are exterior
bui | di ng nount ed high pressure sodiumfixtures |ocated on the east and
west walls.)

2. FEencing - Describe type, type of construction, nunber of
personnel /vehicle gates in the fence line, and any defi ci enci es.
(Exampl e: There is a fence surrounding the facility. The fence is
constructed of nine-gauge chain link and is seven feet high with an
outrigger. There are four personnel and one vehicle gate within the
fenceline.)

3. Locks - Describe type for windows and doors, and any deficiencies.
(Exanmpl e:  The nmain entrance/exit door is secured with a nortise |ock
supported by a deadbolt assenbly with a one-inch throw. Wndows for the
facility are secured with a crescent sash |ock.)

4. Vaults/Safes/Containers - Describe to include nunber in the facility,
make, type, weight, use, and any deficiencies. (Exanple: There is one
safe in use in the facility. The safe is a Mdsler brand five-drawer safe
wei ghi ng approxi mately 750 pounds. The safe is utilized to store

negoti abl e i nstrunents).

5. Electronic Security System (ESS) - Describe type, interior conponents,
where the system annunci ates, and any deficiencies. (Exanple: There is
an intrusion detection systemin use in this facility. The interior
systemis conprised bal anced magnetic switches and passive infrared notion
detectors. There is also a duress switch utilized in the facility. The
system annunci ates at the Provost Marshal O fice, which is staffed on a
24- hour basis.)

6. Key and Lock Control - Describe the program and any deficiencies.
(Exanmpl e:  Key control has been established for this facility. Al keys
to the facility are signed out in a key control |ogbook that is naintained
by the SNCO C.)
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7. Security Force - Describe. (Exanple: There are no guards posted at
this facility. Mlitary Police provide a response to all alarns received
fromthis facility. MIlitary police have been provided training concerning
the use of force in accordance with reference ( ).

Not e: Provide adequate protection in relationship to the sensitivity of
the property being protected.

Bl ock 16 - Preventive Measures and Procedures. Address each category
separately and provide recomendati ons accordingly.

1. Security Orders/SOP. WII include site specific security orders that
address security in conjunction with MCO 5530. 14, and any defi ci enci es.
(Exampl e: Reference ( ) provides detailed infornmation concerning security
of disbursing currency and negotiable instrunents).

2. Access control. Describe facility access control to include locally
alarmfire doors, buzzer assenblies, and any deficiencies. (Exanple:
Access to the facility is the responsibility of and controlled by
personnel assigned to the facility. Two of the doors are provided

addi tional protection by local "fire door"” alarms that annunciate in the
event the door is opened).

3. Property accountability. Includes inventories required by specific
directives, installation CVMR requirenents, and any deficiencies.
(Exampl e:  Inventories on all currency and negotiable instrunments are

conducted by disinterested personnel on a nonthly basis. Plant property
is inventoried on a sem -annual basis.)

4. Robbery/burglary procedures. Addresses installation crime prevention
orders, local SOPs that identifies Robbery/Burglary Procedures, and any
deficiencies. (Example: Robbery/Burglary procedures are outlined in
references ( )

and ().

5. Crine/lLoss Prevention Awareness Training. Ildentify training provided
by the command or by the Provost Marshal’s
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O fice, and any deficiencies. (Exanple: Crine/Loss Prevention training
i s conducted on an annual basis in conjunction with the Provost Marsha
Ofice Crime Prevention Ofice.)

Bl ock 17 - Action/Coment. Exanple:

1. Questions concerning conments or recomendations contained in this
report may be addressed to the Provost Marshal’s O fice Physical Security
Section, extension 614-1414.

2. Action taken as a result of this survey will be
forwarded to the installation Provost Marshal’s Ofice, via the chain of
command, within 90 days of receipt.

Bl ock 18 - Typed Nane and Grade of Inspector. Nanme of

i ndi vi dual who conducted the survey should be entered as first
and mddle initials, |last nane and grade.

(e.g., GE Davis, Sgt.)

Bl ock 19 - Typed Nane and G ade of Approving Oficer. Nanme
of officer approving the survey should be entered as first and middle
initials, last nane and grade; e.g., P.M Gow, Capt.

3. | DENTI FI ED DEFI Cl ENCY REQUI REMENTS. For all deficiencies

identified in a survey category, the requirenent and the applicable
reference should |isted. (Exanple: Requirement - The intrusion detection
system has no energency backup power. Reference (a), paragraph 0803
requires that all I1DS be provided enmergency backup power.)

4., RECOVMENDED CORRECTI VE ACTIONS. Physical Security Inspectors identify
deficiencies and provide the requirenent as directed by applicable orders.
Unit Commanders are given the latitude to correct identified deficiencies
as long as those corrective neasures enpl oyed neet the requirenments of the
applicable orders. Reconmended Corrective Actions are just that, a
recommendation that will assist the Unit Commander in alleviating the
deficiency and coming in conpliance with the applicable order. (Exanple:
Recommendation - A Key Control | og Book should be utilized vice single
sheet Key Control log in order to prevent the surreptitious renoval of |og

pages.)
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5. SURVEY COVER SHEET. The Survey Cover Sheet is intended to provide a
means of control during the distribution, filing, and disposal of Crine
Preventi on/ Physi cal Security Surveys. Each survey will be acconpani ed by
a Survey Cover Sheet. A Survey Cover Sheet exanple is |ocated on PAGE D
10.
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PHYSI CAL SECURI TY SURVEY EXAMPLE
{I'i P5530143.gif:Physical Security Survey Exanpl e}
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PHYSI CAL SECURI TY SURVEY EXAMPLE ( CONTI NUED)
SURVEY CONTROL NUMBER (See Bl ock 3 For Cui dance)
BUI LDI NG AND AREA
(See Bl ock 13 For Cuidance)
PHYSI CAL SECURI TY BARRI ERS

(See Bl ock 14 For Cuidance)

1. Wlls -
2. Doors -
3. Floor -

4. Ceiling/Roof -

5. Wndows/ & her Openings -

6. Natural -
PHYSI CAL SECURI TY Al DS, EQUI PVMENT, AND DEVI CES
(See Bl ock 15 For Cui dance)

1. Lighting (Exterior/Interior) -

2. Fencing -
3. Locks -

4. Vaults/ Safes/ Containers -

5. Electronic Security System (ESS) -

6. Key and Lock Control

PAGE 2 OF 3
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PHYSI CAL SECURI TY SURVEY EXAMPLE ( CONTI NUED)
SURVEY CONTROL NUMBER (See Bl ock 3 For Cui dance)

7. Security Force -

PREVENTI VE MEASURES AND PROCEDURES
(See Bl ock 16 For Cui dance)

1. Security Orders/SOP -

2. Access Control -

3. Property Accountability -

4. Robbery/Burglary Procedures -

5. Crine/lLoss Prevention Awareness Training -

ACTI ON/ COMVENT

(See Bl ock 17 For Cui dance)
PAGE 3 OF 3
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PHYSI CAL SECURI TY SURVEY COVER SHEET EXAMPLE

WARNING

CRIME PREVENTION SURVEY PHYSICAL SECURITY SURVEY

THE ATTACHED DOCUMENTATION IS A REPORT FROM THE
PHYSICAL SECURITY/CRIME PREVENTION SECTION
This document must not be left unattended or where an unauthorized person may have access to it.
When not in use, it must be stored in a safe place. While this document is in your possession,
it is your responsibility that the information contained therein is not released to unauthorized
persons. Requests for access to or disclosure of the attached document(s) must be referred to
the originating command’s Criminal Investigation Division Officer.

DATE:

SURVEY CONTROL NO.:

FROM:

TO:

1. THIS DOCUMENT IS FURNISHED FOR YOUR INFORMATION OR/AND ACTION
AS DEEMED APPROPRIATE.

2. WHEN THIS DOCUMENT IS NO LONGER NEEDED IT SHOULD BE DESTROYED
BY BURNING OR SHREDDING.

0 Releasing Authority
FOR OFFICIAL USE ONLY

IF CLASSIFIED - OPNAVINST 5510.1 APPLIES I
MCB FORM 5530/3 FEBRUARY 1997 (EF)




MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

APPENDI X E

WAl VER AND EXCEPTI ON FORVAT

1. WAIVER AND EXCEPTI ON | DENTI FI CATION. Thi s appendi x provi des gui dance
for the assignnent of waiver or exception nunbers for deviations from
establ i shed physical security standards. This format is also applicable
when requesting extensions. The objective is to provide a ready
identification of any given waiver or exception with respect to the
organi zation invol ved, year of issue, and current status. The follow ng
par agraphs apply to each waiver or exception in regard to identification
purposes to ensure conpatibility with the autonated dat abase.

a. The first character will be the letter M followed by the Unit
Identification Code (U C) of the organization initiating the request. The
letter Mis required to maintain conpatibility with the automated
dat abase.

b. The character after the UCwll be Wfor waiver or E for
exception.

c. The characters after the Wor E will represent subsequent nunbers
of request during the cal endar year beginning with 01. \Wiver and
exception nunbers will run sequentially, i.e., WO01-99, WO02-99, WO03-99
and E-01-99, E-02-99, E-03-099.

d. Oiginal waiver and exception nunbers will be utilized for al
extensi on requests. Subsequent extension requests will be identified by
successive letters of the al phabet beginning with A i.e., WO01A-99, E-
02C-99, etc.

EXAMPLE: MD2222- EO1- 99

M - Marine Corps Organi zation

02222 - Unit Identification Code

E - Identifies an exception request

o1 - Identifies initial exception request (Second request
woul d read EO1A, third request EO1B, etc. )

99 - 1999 (year initial exception was requested)
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2. WAl VER FORMAT
Line 1 - Wiver nunber.
Line 2 - Specific statement of actual requirenment with reference to
chapter, section, and paragraph in the applicable security nanual which

cite standards whi ch cannot be net.

Line 3 - Specific description of condition(s) that cause the need for the
wai ver and reason(s) why applicabl e standards cannot be net.

Line 4 - Conplete description of the physical |ocation of affected
facilities or area. Structures will be identified by building numnber.

Line 5 - Identify interimmandatory conpensatory neasures in effect or
pl anned.

Line 6 - Describe the inpact on m ssion and any problens that wll
interfere with safety or operating requirenents if the waiver is not
approved.

Line 7 - Identify resources, including estimted cost, to elimnate the
wai ver .

Line 8 - Identify actions initiated or planned to elimnate the waiver or
estimated time to conplete, to include the organi zati on plan of action

and m | est ones.

Line 9 - Point of contact to include nanme, rank, autovon and
comer ci al phone nunbers.
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3. EXCEPTI ON FORVAT

Line 1 - Exception nunber

Line 2 - Statement of the specific requirenent with reference to
chapter, section, and paragraph in the applicable security nanual which
cite standards which cannot be net.

Line 3 - Specific description of condition(s) that cause the need for the
wai ver and reason(s) why applicabl e standards cannot be net.

Line 4 - Conplete description of the physical |ocation of affected
facilities or area. Structures will be identified by
bui | di ng nunber.

Line 5 - Identify, in detail, equivalent security neasures and/ or
conmpensatory neasures that are being applied. Al so indicate the
organi zation plan of action and nil estones.

Line 6 - Describe the inpact on m ssion and any problens that wll
interfere with safety or operating requirenents if the
exception is not approved.

Line 7 - Point of contact to include nane, rank, autovon and
comer ci al phone nunbers.
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APPENDI X F
SECURI TY SURVEY GUI DE FOR DI SBURSI NG FACI LI TI ES
DOD 7000. 14R
DCOD FI NANCI AL MANAGEMENT REGULATI ON, VOLUME 5 CHAPTER 3

1. Has commander responsible for the security of the disbursing office
devel oped a security program and i ssued a command i nstruction or notice
covering adequate protection of funds, docunents, and instrunments? (par
030302A(2))

2. Does the commander conduct periodic reviews of the program for
adequacy of current security measures? (par 030302A(3))

3. Are all fund transfers coordi nated and conducted with mlitary police
and/ or arned personnel ? (par 030302A(4))

4. Are deputies, agents, cashiers, and/or custodians each provided a
separate secure container? (par 030302B)

5. Does the disbursing officer or designated representative, at |east
sem -annual |y conduct an inspection of office security neasures? Are
records mai ntai ned of such inspections?

(par 030302B)

6. |Is vault access limted to only authorized personnel ?
(par 030302B(1))

7. |If avault day gate is utilized, have keys been issued to only
aut hori zed personnel ? (par 030302B(1))

8. Are windows and doors kept to a mininmum and barred and/or |ocked at
all times? (par 030302B(3)

9. Are all transactions conducted from behind a physical barrier (cage,
room counter) which restricts normal traffic and interference by other
activities and personnel in the office? (par 030302B(4))

10. Are all security devices for the check signing nachines, neters, and
pl ates kept in the custody of the Disbursing Oficer or designated
representative at all times? (par 030302B(5))
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11. Has responsibility for receipt, holding, and final distribution of
checks been assigned in writing?(par 030302B(6))

12. Has the Dishbursing Oficer provided witten and oral instructions to
all deputies, agents, cashiers, and custodians concerning the proper care
and handi ng of cash and other accountable docnents? Have all personne
signed affadavits attesting to receipt of these instructions? (par
030302B(9))

13. Are all cash, blank U S. Treasury checks, blank U S. savings bonds,

bl ank depositary checks, and related itens kept in a vault, safe, or
security container nmeeting the requirenments set forth in paragraph 0303047
(par 030302B(10))

14. Are all fund containers, on wheels or weighing | ess than 750 pounds,
stored in a vault or secured in a way to prevent novenent? (par
030302B(11))

15. Are all fund containers visible to the exterior of the office,
illumnated to all ow observation from security patrols? (par 030302B(12))

16. Are the conbinations of each vault, safe, and fund contai ner changed
at | east every 6 nmonths and upon releif, transfer, separation, or

di scharge, of the accountabl e individual?

(par 030302B(13))

17. Are safe conbinations and duplicate keys of strong boxes nmintai ned
in a seal ed, signed and dated envel ope? |s the envel ope maintained in the
Di sbursing O ficer’s safe? (par 030302B(13))

18. Is the conmbination to the Disbursing Oficer’s safe maintained in a
si gned, seal ed envel ope by the comrander or comand security officer? (par
030302B(13))

19. Is a signed and dated record of all safe conbination changes
mai ntai ned in each safe or container? (par 030302B(14))

20. Is the dial to each vault, safe, or container shielded to limt the
possibility of the conbination bei ng observed (par 030302B(15))
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21. 1s the nanme and phone nunber of the accountabl e individual posted on
the interior of the vault, safe, or container? (par 030302B(16))

22. Has a key control been established per MCO P5530. 14, Chapter 3,
par agraph 30077?

23. Has a key custodi an been assigned per MCO P5530. 14, Chapter Chapter
3, paragraph 30077?

24. Are keys to the individual work space or disbursing office strictly
controll ed? (par 030302B(17))

25. 1s a key control |ogbook naintained to identify individuals assigned
keys, when they were issued, and when they were surrendered? (par
030302B(17))

26. Is an Intrusion Detection Sytem (IDS) in use? 1|s the existence of
the I DS system posted? (par 030303B)

27. 1s the IDS protected against tanpering, bypassing, and fool proofing?
(par 030303C)

27. 1s the IDS tested quarterly per MCO P5530.14, Chapter 7, paragraph
7005?

28. 1s the disbursing office conspicuously posted as a restricted area
per MCO P5530. 14, Chapter 3, paragraph 30067

29. Do all fund containers neet requirenents? (par 030304)
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APPENDI X G
SECURI TY SURVEY GUI DE FOR BUSI NESSES
AND CASH AND MERCHANDI SE SECURI TY

Has the commandi ng of ficer responsible for security issued orders or
ctives covering all phases of security?

Has an of fi cer/ SNCO been appointed with the responsibility of
rity?

Is exterior security adequate (e.g., guards, lights, fences,
tation, etc.)?

Are all accessibl e openings adequately secured (e.g., doors, w ndows,
s, skylights, etc.)?

Are security screens, bars, and gates properly nmounted and in good
e of repair?

Are exterior doors of solid construction or adequately protected?
Are exposed hinge pins welded or penned to prevent renoval ?
Are doors exiting to the outside provided with double | ocking devices?

Are | ocks, sliding bolts, hasps and receivers for padl ocks and
sbars properly installed?

Are soft walls between exchange prem ses and boil er roonms' outside
roonms, or adjoining buildings adequately reinforced?

Are air ducts, heating shafts, trap doors or simliar apertures

penetrating exterior walls, roof, or floor adequately secured?

12.
adeq

13.
and

Are intake/ exhaust fans or air-conditioners installed in outer walls
uately secured to prevent renoval ?

Are craw spaces beneath buildings and in the interior between roof
cei |l ing adequately secured?
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14. Are fire exit doors equipped with a day alarmor simliar warning
devi ses?

15. Are stockroons/service doors kept |ocked when not in use?
16. Is the activity protected by an operable intrusion detection systen?

17. What are the nunber/causes of false/nuisance alarns in the past 12
nont hs?

a. User error.
b. Wat her.
c. Oher.

| NTERNAL SECURI TY

1. Do enpl oyees enter/exit through one designated door?

2. Are adequate | ocker facilities available and used by enpl oyees?
3. Are adequate background checks made on all enpl oyees?

4. Are critical itens properly secured during non-operational hours?
5. Are critical itens properly safeguarded during operational hours?
6. Are custoner identification requirenents conplied with?

7. |s adequate control and supervision being nmaintai ned over
janitorial/custodial personnel?

8. Are venders, rack jobbers, etc., acconpanied by responsible activity
per sonnel when on exchange prem ses?

GENERAL SECURI TY

1. Are frequent accountability control training sessions conducted?
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2. Are enployees aware of their responsibilities for accountability
control ?

3. Are enployees cogni zant of standing operating procedures?

4. |Is an effective orientation programfor newy hired personnel in
effect?

MERCHANDI SE/ CASH SECURI TY

1. Are incomng shipnents carefully checked for signs of pilferage,
damage, etc.?

2. Are nerchandi se shipping and receiving procedures in conpliance with
directives?

3. Are van-type exchange/contracter trucks used exclusively to transport
mer chandi se?

4. Are enployee activities in the facility supervised during nonoperating
hour s?

5. Does nmmnagenent conduct spot checks of the prem ses to di scourage
conceal nent of merchandi se by enpl oyees?

6. Are friends and rel atives of enployees discouraged fromloitering in
the facility?

7. Are trash disposal areas spot checked for evidence of pilferage?
8. Are boxes, cartons, and containers flattened before disposal?

9. Are incom ng/outgoing shipnents properly checked/ docunent ed?

10. Are all shipnents recorded i mmedi ately upon receipt?

11. Are pricing procedures in conformance with directives?

12. Are enployee’s personal effects kept in a location other than the
sel ling/stock area?

13. Are enpl oyees prohibited frommeking sales to thensel ves?
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14. Are enpl oyee’s purchases made in the presence of the nmanager or
desi gnee?

15. Are enpl oyee’s purchases bagged and stapled and is a cash register
recei pt affixed to the bag?

16. Are enpl oyee purchases stored in a central |ocation and spot checked
by managenent ?

17. Does each sales clerk have a separate cash drawer?
18. Are sales rung up i mredi atel y?
19. Does each sale clerk close the cash drawer i medi ately after sal es?

20. Are zero rings strictly controlled and affixed to daily clerk
reports?

21. Are custoner purchases bagged and stapl ed?

22. Are cash register receipts affixed to customer purchases?

23. Are cash register readings nade only by the nanager or the designee?
24. Are overings authenticated by managenent ?

25. Are unannounced cash regi ster spot checks nade?

26. Are excessive or recurring cash discrepancies investigated by
managenent ?

27. Do sales personnel lock their register drawers and renove the keys
when | eaving the cash register unattended?

28. Are cash register areas spot checked by managenent for evidence of
mani pul ati on?

29. 1s the safe(s) conbination entrusted to an accountabl e individual and
not divul ged or entrusted to any other person or witten down anywhere?

G4



MARI NE CORPS PHYSI CAL SECURI TY PROGRAM MANUAL

30. Are the safe conbination changed at | east once every 6 nonths or upon
transfer of the accountabl e individual?

31. Are the conbination dials of the fund contai ners conceal ed or
shielded fromthe view of all except the accountabl e individual?

32. 1s the nane and tel ephone nunber of the responsible individua
affixed to the inside of the funds container?

33. Wenever possible, are funds containers located in a single room
where security standards can be concentrated?

34. Are public funds, docunents, and other records stored separately from
all cash material ?

35. Are all funds containers weighing |l ess than 750 pounds or on wheel s
secured to prevent novenent?

36. Are all fund containers that are visible fromthe exterior
illumnated at night?

37. Are all transactions conducted from behind a physical barrier (e.g.
cage, counter or room?

38. Are work areas where cash is handl ed conspi cuously marked "RESTRI CTED
AREA AUTHORI ZED PERSONNEL ONLY?"

39. Are adequate security nmeasures provided to cash transfers and
escort/courier service?

40. Are there energency reaction procedures/plans established for
burgl ary, robbery, fire alarnms, and bonb threats?
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APPENDI X H
SECURI TY SURVEY GUI DE FOR WAREHOUSES
1. Has a conmmand security officer been appointed in witing?

2. Are hinges to doors non-renovable or provided with inside hinge
protection?

3. Are high value dollar, sensitive, and highly pilferable itens
protected with approved | ocking devise?

4. Has a key custodi an been appointed in witing?
5. Are lock cores rotated at |east annually or when deemed necessary?

6. Are only those personnel with the need, issued keys with the
approval of the security officer?

7. |s key control |ogbook maintained?

8. Are physical and conprehensive key inventories conducted?

9. Are lock cores changed upon notification of |ost or stolen keys?
10. Is the building afforded appropriate |lighting?

11. Is the building checked after normal working hours by the security
force?

12. Are security checks conducted prior to securing?

13. Is all business conducted behind a counter/barrier which precludes
unaut hori zed access to storage area?

14. Are air ducts, heating shafts, trap doors or sinilar apertures
penetrating exterior walls, roof, or floor adequately secured?
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